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1. OBIIASI XAPAKTEPUCTUKA PABOYEN ITPOT' PAMMBI
MNPOPECCHOHAJIBHOI'O MOAYJIA
«IIM.03 Dxcruryaranusi 00beKTOB ceTeBOil HH(PPaCTPYKTypbD)

1.1. Heas 1 niIaHUupyeMble pe3yJbTaThbl 0CBOeHHS NMPO¢ecCHOHATBHOT0 MOLYJIs

B pesynbrare nuzyuenus npopecCHOHaIBLHOTO MOAYIIS 00YyUaIOIIUXCS TOJIKEH OCBOUTH OCHOBHOM BH /T
JESATEIIbHOCTH DKCIUTyaTalus 00bEKTOB CETEBON MHPPACTPYKTYPHI U COOTBETCTBYIOLIUE MY OOTIIHE
KOMITETEHINH, U TPodecCHOHAIbHBIE KOMIIETEHIIUU:

1.1.1. Tlepedenp oOmMX KOMITETEHIIHI®

Kon HaumMmeHnoBaHnue 00X KOMIIETEHIIAN

OK 01 | BriGupars cioco0bl penieHus 3aaa4 npopeccuoHaIbHON AesITeNbHOCTH
MIPUMEHUTEIBHO K PA3JIMYHBIM KOHTEKCTaM

OK 02 | Hcnonbs30BaTh COBPEMEHHBIE CPEICTBA IOKUCKA, aHAJIN3a U UHTEPIIpETalun
nHbopMauu, 1 NHPOPMAIIHOHHBIE TEXHOJIOTUH JUIS BBITIOJIHEHHS 3a/1a4
npodeccruoHanbHON AeITeIbHOCTH

OK 03 | [InaaupoBarh U peann30BHIBATH COOCTBEHHOE MPOPECCHOHANBHOE M TMYHOCTHOE
pa3BUTHE, NPEANPHHUMATEIBCKYIO IEATEIILHOCTD B TPOGECCHOHAILHOM cdepe,
UCII0JIb30BaTh 3HAHHUSI [0 MPABOBON M (PMHAHCOBOW IPAMOTHOCTH B Pa3JIMYHbBIX
JKNU3HCHHBIX CUTyallUusX.

OK 04 | DddexTuBHO B3aUMOJICHCTBOBATH M pabOTaTh B KOJJICKTHUBE U KOMaH/IE

OK 05 | Ocy1iecTBisiTh yCTHYIO M MIMCbMEHHYI0 KOMMYHHKAIIMIO Ha TOCYJapCTBEHHOM SI3bIKE
Poccuiickoit deaepannu ¢ yuetoM 0COOEHHOCTEH COLMATBHOTO U KYJIBTYPHOTO
KOHTEKCTa

OK 06 | IIposBiaTh rpaXkaaHCKO-ITATPUOTHYECKYIO MO3ULUIO, IEMOHCTPUPOBATH OCO3HAHHOE
MIOBEJICHNE Ha OCHOBE TPAAUIIMOHHBIX POCCUICKUX TyXOBHO-HPABCTBEHHBIX
HGHHOCTCI\/’I, B TOM YHCJIC C YYCTOM rapMOHH3allNH MC)KHAITUOHAJIBHBIX U
MEXPEIUTNO3HBIX OTHOILIEHUH, IPUMEHATH CTAHAPThl AHTUKOPPYILIMOHHOTO
IIOBCACHUA

OK 07 [ CozeiicTBOBaTh COXpaHEHHIO OKPYXKAIOIIEH Cpelibl, pecypcocOepekeHUI0, IPUMEHSTh
3HaHU 00 U3MEHEHUHU KJIMMaTa, IPUHIUIBI OEPeXINBOro NPOU3BOACTBA, 3((HEKTUBHO
JIECTBOBATh B YPE3BbIYANHBIX CUTYyaLUAX

OK 08 | Mcronp3oBaTh cpeiacTBa (U3MUECKOW KyJABTYphl JUISI COXPAHEHUS U YKPEIUICHHUs
3I0pOBbSl B TIpolecce Npo(ecCHOHAIbHON  JEeATENIbHOCTH U NOAJEp KaHUS
HEOOXOIMMOTO YPOBHS (PM3NUECKON MOATOTOBICHHOCTH

OK 09

1 B nanHOM mozpasnene yKa3pIBaroTCs TOJIBKO T€ KOMIICTCHIIUH, KOMopble POPpMUPYIOMC 8 pamMKax OAHHO20
MOOYVAA U pe3ybmamol KOMOpuix 6y0ym OYeHU8aAmvbCsl 8 paMKAX OYEeHOYHbIX NPOoYedyp No MOOYTIO.



[Tonp30Barkcst npodeccuoHanbHOM TOKYMEHTAIMeH Ha TOCy1apCTBEHHOM U
MHOCTPAaHHOM SI3BIKAaX

1.1.2. Ilepevenn npodhecCHOHATBHBIX KOMIIETEHITUN

Kon

HanmenoBanue BUO0B ACATCIBHOCTH U HpO(bCCCI/IOHaJ'II)HI)IX KOMHeTeHHI/Iﬁ

BJI 3[1]

Okcruryatalus 00beKTOB ceTeBOM HHPPACTPYKTYPhI

IIK 3.1.

OcymiecTBISITh NPOSKTUPOBAHKUE CETEBOM MH(DPACTPYKTYPHI

I1K 3.2.

OO6cyXuBaTh ceTeBble KOH(QUTYPAIH TPOrPAMMHO-AITAPATHBIX CPEICTB

I1K 3.3.

OCYH_IGCTBJ'IHTB 3aluTy I/IH(bopMaHI/II/I B C€TH C UCIIOJIB30BAHUEM IIPOIrpaMMHO-
afmnapaTrHbIX CPCACTB

1K 3.4.

OcymIecTBIATh yCTPaHEHUE HETUITMYHBIX HEHCIPAaBHOCTEH B paboTe ceTeBOi
UHPPACTPYKTYPHI

I1K 3.5.

MonepHU3HpOBaTh CETEBBIC YCTPOMCTBA MH(DOPMAITMOHHO-KOMMYHHKAITHOHHBIX
CUCTEM
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. Bnagets HaBbIKaMU - [IpoekTrpoBaTh apXUTEKTYPY JIOKAJIBLHOM CETH B

COOTBETCTBHUH C IIOCTABJICHHOM 3a/ja4ei.

- Hcnonp30Barh crenuagbHOE MPOrpaMMHOE 00ecTIeueHne
JUIS MOACTTUPOBAHUS, IPOEKTUPOBAHUSI U TECTUPOBAHMUS
KOMIIBIOTEPHBIX CETEH.

- HactpauBare npoTOKOJIbI JMHAMUYECKOW MapIIpyTHU3ALUH.
- OmnpenensiTe BAMSHUAS TPUIOKEHUH HA TIPOEKT CETH.

- AHanu3upoBarh, IPOEKTUPOBATh U HACTPAUBATh CXEMBI
MIOTOKOB TpaduKa B KOMIIBIOTEPHOH CETH.

- YcraHaBIMBaTh U HACTPAUBaTh CETEBbIE MPOTOKOJIBI U
cereBoe 000pyIOBaHHUE B COOTBETCTBUU C KOHKPETHOM 3a1auei.

- BrIOupaTh TEXHOJIOTUHN, MHCTPYMEHTAJIbHBIE CPEJICTBA MTPH
OpraHu3aIuH MPOIECCa UCCIEAOBAHMS 0OBEKTOB CETEBOM
UHPPACTPYKTYPHI.

- Co3maBarh 1 HaCTpaWBaTh OTHOPAHTOBYIO CETh,
KOMIBIOTEPHYIO CETh C TIOMOLIbIO MapLIpyTU3aTopa,
0€eCIpOBOIHYIO CETh.

- BhINONHATE MOUCK M ycTpaHEeHue MpoodJieM B
KOMIIBIOTEPHBIX CETSIX.

- OTcnexxuBaTh MAKeThl B CETH M HACTPaUBaTh MPOTrPaMMHO-
anrmaparHble MEKCETEBbIE SKPAHBI.

- HactpauBars KOMMyTaluio B KOPIOPATUBHOM CETH.

- ObecneunBarh LEI0CTHOCTh PE3EPBUPOBAHUS
uHpOpMaLUH.

- ObecneunBarh Oe30MacHOe XpaHEHHUE U Iepeady
UH(OPMAIIUH B ITIO0ABHBIX U JIOKAIBHBIX CETAX.

- Co3maBarh 1 HaCTpaMBaTh OTHOPAHTOBYIO CETh,
KOMIBIOTEPHYIO CETh C TIOMOLIbIO MapIIPyTU3aTOpa,
0eCIpPOBOIHYIO CETh.
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- BbINoNHATE MOUCK U ycTpaHEHUe MpooiieM B
KOMITBIOTEPHBIX CETSIX.

- OtcnexuBarh MaKeThl B CETH U HACTPAUBATh IIPOrPaMMHO-
anmapaTHble MEKCETEBbIE KPaHBI.

- OunbTpoBaTh, KOHTPOJIUPOBATH U 0OECIIEUNBAThH
0€301acHOCTh CETeBOT0 TpaduKa.

- Onpenenars BIusSHUE NPUIOKEHUN Ha IIPOEKT CETH.

- MOHUTOPUHT TPOU3BOAUTEIBLHOCTH CEPBEPA U
IIPOTOKOJIMPOBAHMSI CUCTEMHBIX U CETEBBIX COOBITUH.

- Hcnonp3oBarh criennaibHOE IPOrpaMMHOE 00eCTIEYEHHE
JUIsL MOZIETIMPOBaHUs, IPOCKTUPOBAHUS U TECTUPOBAHUS
KOMIIBIOTEPHBIX CETEH.

- Co3znaBarb 1 HaCTpanBaTh OHOPAHIOBYIO CETh,
KOMITBIOTEPHYIO CETh C MIOMOILBIO MapLIPYTHU3aTOpa,
0eCIpOBOAHYIO CETh.

- Co3pmaBarhb MoJCETH U HACTPauBaTh OOMEH JTaHHBIMH;

- BBINONHATE MOUCK U ycTpaHEeHue NpoodiieM B
KOMITBIOTEPHBIX CETSX.

- AHaIM3UPOBaTh CXEMBI IOTOKOB Tpa(uKa B KOMITBIOTEPHOM
CeTH.

- OneHuBarh Ka4eCTBO U COOTBETCTBUE TPEOOBaAHUAIM
IIPOEKTA CETH.

- OdopMIIATh TEXHUYECKYIO JOKYMEHTAIIHIO.

- Onpenenars BIUsSHUE NPUIOKEHUN Ha IIPOEKT CETH.

- AHaIM3UpOBaTh CXEMBI IOTOKOB Tpa(rKa B KOMITBIOTEPHOM
CeTH.

- OneHuBarh Ka4eCTBO U COOTBETCTBUE TPEOOBaAHUAIM
IIPOEKTA CETH

YmMmeTh

- [IpoekTupoBarh JIOKaIbHYIO CETh.

- Br16uparh cereBble TONOJIOTHH.

- PaccunTthIBaTh OCHOBHBIE TAPAMETPHI JIOKATTBHON CETH.

- [IpuMeHATH AITOPUTMBI IOUCKA KPaT4yanuero myTH.

- [InanupoBark CTPYKTYpy CETH € IOMOIIBIO rpada ¢
ONTUMAJIBHBIM PACIIOJIIOKEHUEM Y3JIOB.

- Hcnonb3oBaTh MaTeMaTnyecKuil anmnapar Teopuu rpagos.
- Hacrtpausars crek nmpotokonoB TCP/IP u nucnosns3oBath
BCTPOEHHBIE YTUJINTHI ONIEPALIMOHHON CUCTEMBI JIJISl AUATHOCTUKHU
paboTOCIIOCOOHOCTH CETH.

- Br16uparh cereBble TONOJIOTHH.

- PaccunThIBaTh OCHOBHBIE ITAPAMETPHI JIOKATTBHOW CETH.

- [IpuMeHATH AITOPUTMBI IOUCKA KpaT4yanuero myTH.

- [InanupoBark CTPYKTYpy CETH € MOMOIIBIO rpada ¢
ONTUMAJIBHBIM PACIIOJIIOKEHUEM Y3JIOB.

- Hcnonb3oBaTh MaTeMaTuyecKuil anmnapar Teopuu rpagos.
- Hcnonp3oBaTh MHOrOQYHKIIMOHAIbHBIE TIPUOOPHI U
IIPOrPaMMHBIE CPEJICTBA MOHUTOPHUHTA.

- Hcnons3oBaTh NpOrpaMMHO-aIIapaTHbIe CPECTBA
TEXHUUYECKOTO KOHTPOJIS

- Hcnons3oBaTh NpOrpaMMHO-aIIapaTHbIe CPECTBA
TEXHUYECKOI0 KOHTPOJIS.




- Yurare TEXHUYECKYIO U MPOCKTHYIO JOKYMEHTALMIO 110
OpraHU3all CETMEHTOB CETH.

- KoHTponupoBarh COOTBETCTBUE pa3padaTbiBA€MOro
IIPOEKTAa HOPMATUBHO-TEXHUYECKON JTOKYMEHTALIUH.

- Hcnonp30BaTh NporpaMMHO-aNIapaTHbIe CPEACTBA
TEXHUYECKOTO KOHTPOJIS.

- Hcnonp30BaTh TEXHUYECKYIO JINTEPATYPY U
UH(POPMAITMOHHO-CIIPABOYHBIE CUCTEMBI JUIsl 3aMEHBI (IIOMCKa
aHaJIOTOB) YCTapeBIIEro 000PyIOBaHMS.

- Yurare TEXHUYECKYIO U IPOEKTHYIO JOKYMEHTALIMIO 110
OpraHU3ali CETMEHTOB CETH.

- KoHTponupoBarh COOTBETCTBUE pa3padaThiBAEMOro
IIPOEKTAa HOPMAaTUBHO-TEXHUYECKON JOKYMEHTALIUH.

- Hcnonp30BaTh TEXHUUECKYIO JIMTEPATYPy U
MH(POPMALMOHHO-CIIPABOYHBIE CUCTEMBI JUIs 3aMEHBI (IIOMCKa
AHAJIOTOB) YCTapeBIIEro 00OPYIOBaHMUSL.

3Harth

- OO01u11e NpUHLIUIBI TOCTPOEHUS CETeH.

- CereBble TOIOJIOTHH.

- MtHuorocnoitnyro mozgens OSI.

- TpeOoBaHUS K KOMIIBIOTEPHBIM CETSIM.

- ApPXUTEKTYpYy IPOTOKOJIOB.

- CranmapTu3anuio ceTeil.

- Otanbl NPOEKTUPOBAHMS CETEBOM MH(PPACTPYKTYPHI.

- DJIeMEeHTHI TEOPUU MAaCCOBOTO 0OCTY)KHBaHUSI.

- OCHOBHbIE IOHATHS TEOPUH I'padoB.

- AJNTOpUTMBI IIOMCKA KPATYaNIIETO ITYyTH.

- OcHoBHbIE po0IeMBl CUHTE3a I'padOB aTak.

- CucreMbl TONOJIOTMYECKOr0 aHaIN3a 3alUILEHHOCTH
KOMIIBIOTEPHOH CETH.

- OCHOBBI IPOEKTUPOBAHUS JTIOKAJIBHBIX CETEH,
OecrpoBOJHbIE JIOKAJIbHBIE CETH.

- Crannaptsl kabenei, OCHOBHBIE BHJIbI
KOMMYHHMKAIIUOHHBIX YCTPOMCTB, TEPMUHBI, TOHATHSI, CTAHAAPTHI
Y TUIOBBIE 3JIEMEHThI CTPYKTYPUPOBAHHOMN KaOETbHOM CUCTEMBI:
MOHTAa, TECTUPOBAHHUE.

- CpencrBa TECTUPOBaHUS U aHAIN3A.

- ba3oBble MPOTOKOJIBI M TEXHOJIOTUY JIOKATIbHBIX CETEH.
- OO1u1e NpUHLIUIBI TOCTPOSHUS CETeH.

- CereBble TONOJIOTHH.

- Crangapruzanuto cerei.

- Oranbl IPOEKTUPOBAHUSI CETEBOM MHPPACTPYKTYPHI.

- DJeMeHTHI TEOPUU MAaCCOBOTO 00CTYKUBaHUS.

- OcHOBHbIE IOHATHUS TEOPUU TPadoB.

- OcHoBHbIE Po0IEMBI CUHTE3a I'padOB aTak.

- CucreMbl TOMOJIOTMYECKOTO aHaIM3a 3alIUIEHHOCTH
KOMIIBIOTEPHOU CETH.

- ApXUTEKTypy CKaHepa 0€30IaCHOCTH.

- [IpyHIMIBI TOCTPOEHMSI BBICOKOCKOPOCTHBIX JIOKAJIBHBIX

- TpeOGoBaHus K KOMIIBIOTEPHBIM CETSIM.
- TpeboBaHus K ceTeBoil 6€30MaCHOCTH.




- DJeMEeHTbI TEOPUH MAaCCOBOT0 OOCITY)KMBAHHUS.

- OcHOBHBIE TIOHATHUS TEOPUU TPadOB.

- OcHoBHbIe pobIEMBbI CUHTE3a TpadoB aTak.

- CucTeMbl TOMOJIOTHYECKOTO aHATTN3a 3AIUIIEHHOCTH
KOMITBIOTEPHOM CETH.

- Apxurektypy ckaHepa 0€301aCHOCTH.

- TpeboBaHUs K KOMITBIOTEPHBIM CETSIM.

- ApXUTEKTYpY ITPOTOKOJIOB.

- CrangapTu3aiuio ceTei.

- Dranbl MPOCKTUPOBAHUSI CETEBON HHPPACTPYKTYPHI.

- Opranu3anyio paboT 1o BBOY B IKCIUTyaTalli0 0ObEKTOB
U CETMEHTOB KOMITBIOTEPHBIX CETCH.

- Crangaptsl kaleneid, OCHOBHBIE BHIbI
KOMMYHHUKAIIHOHHBIX YCTPOMCTB, TEPMUHBI, IOHSTHS, CTAHJAPTHI
Y TUIOBBIE 3JIEMEHThI CTPYKTYPUPOBAHHON KaOEIbHOM CUCTEMBI:
MOHTaX, TECTUPOBaHHE.

- CpenctBa TeCTUPOBAHUS U aHATU3A.

- [IporpammHO-anmapaTHble CPEACTBAa TEXHUUECKOTO
KOHTPOJIS.

- [IpuHIMIBI 1 cTaHAAPTH 0QOPMIICHHS TEXHHUECKOM
JIOKyMEHTAITU!

- [TpuHMMIB co3nanus U 0hOpMIICHHS TOMOJIOTHH CETH.

- NHubopMaIimoHHO-CIIPaBOYHBIC CUCTEMBI JJIsT 3aMEHBI
(moucka) TEXHHYECKOTro 000pyI0BaHUS




1.2. Ko1u4ecTBO 4acoB, 0TBOAMMOE HA OCBOCHHE NMPO(eCCHOHATIBHOT0 MOAYJIsS

Bcero yacos 574,
B TOM 4Huciie B (hOpMe MPaKTHIECKON MOATOTOBKH 358 yaca

W3 nux Ha ocBoenne MJIK 268 gacos

B TOM YHCJIE CAaMOCTOsITeNIbHAs paboTa 18 yacos
MPaKTUKH, B TOM 4Kciie yueOHas 144 gacoB
npousBozacTBeHHas 108 yacos

IIpomexyrounas arrectanus 24 yaca



CTPYKTYPA U COAEPKAHUE ITPO®ECCHUOHAJIBHOI'O MOAVJIA
2.1. Ctpykrypa npodecCHOHAIBHOT0 MOIYJIsI

O6beM npodhecCHOHATBEHOTO MOJTYJIS, aK. Jac.
OO0Oyuenwne o MJIK
Bru. B oA A [IpakTuku
Bceero B Tom uucne
Konpt HaumenoBanus dhopme TaGoparop
npodeccronan pazzenon Bcero, | mpaktuue HBLX. I Tpome
BHBIX O0IMX | MPOdeCcCHOHATHHOTO qac. CKOH. ’ Kypcosbix
. MpaKTH4eC CamocTosT| KyTo4 [IpousBoncTeeH
KOMITETEHIIU I MOJTYJISt IIOJIrOTOB pabor VYueOHast
KHUX. 3| enpHas Has Has
KU . | (MpoeKTOoB) 4
3aHATUH pabora arTecT
arust
Pazpgen 1.
K 3.1-3.5 OKcruryaTanus
OK 01-09 CEeTEeBOU
MH(QPaCTPYKTYpPbI
Paznen 2.
TexHomoruu
TK3.1-3.5 aBTOMAaTH3alMH
OK 01-09
TEXHOJIOTHYECKUX
MIPOIIECCOB
Pasznen 3.
IIK 3.1-3.5 bezomacuocTh
OK 01-09 CeTeBOM
MH(QPaCTPYKTYpPbI
3 Jlannas kononka ykaswieaemcst monvko 01s cneyuanvrnocmeti CI10.
4

CamocmosmenvHas paboma 8 pamKax 00paz08amenrbHol NPocpamMMbl NAAHUPYEMCcs 00pazosamenvHoll opeanusayueti 6 coomgemcmeuu ¢ mpevosanusamu @IOC CIIO 6 npedenax
0bvema npopeccuonanbHoco MoOyIs 8 KOIU4ecmse 4acos, HeobXoouMom OJisl GbINOIHEHUS. 3a0aHUll CAMOCMOSMETbHOU Pabombvl 00yUAOWUXCS, NPEOYCMOMPEHHBIX memamuveckuy
NIAAHOM U COOEPHCAHUEM MEHCOUCYUNTUHAPHOZ0 KYPCdA.



VY4yebHas mpakTUKa

MK 3.1-3.5

OK 01-09 (mo mpodumro
CHEINAIBHOCTH)
[TpousBoacTBeHHAS

K 3.1-3.5 IIPaKTHKa (110

OK 01-02, OK | mpodmto

05-07, OK 09 | cnenuaiabHOCTH),
4acoB
IIpomexyrounas
arTecTanus
Bcero:
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2.2. TemaTnueckuii IVIaH U cofiep:kaHue NpodeccnoHaabHOro moay.Jsi (IIM)

HaumeHnoBanue pa3snesioB
U TeM
npogecCHOHAILHOI0
monayast (IIM),
MEeKIUCHUTIINHAPHBIX
KypcoB (M/IK)

Coneprkanue y4eOHOro MmarepuaJa,

naﬁopaTopHLIe paﬁoTbI H NPAKTUHYICCKUE 3aHATUH, CAMOCTOATEC/IbHAasA yqeﬁnaﬂ paﬁoTa

00yJarommxcs, Kypcoasi padora (MpoeKT) (€CIu IpeIycCMOTPEHBI)

Oobem, akaa. 4/ B
TOM 4mucJie B popme
NMPaKTHYEeCKOMH
NMOATOTOBKH, aKajJ 4

Pasnen 1. Jkcnunyaranus cereBoil HHPPaCTPYKTYpPbI

M/IKH.03.01. Dxcnunyaranusi ceTeBoii HHPPACTPYKTYpPbI

Tema 1.1 Dkcnuryaranus
00bEKTOB ceTeBOM

HHPPACTPYKTYPHI

Conep:xkanue

1. ®dusnyecKue aCneKThI IKCIVIYyaTaluH.
du3nyecKkoe BMEIIATEIHCTBO B MHPPACTPYKTYPY CETU. AKTUBHOE U [TACCUBHOE CETEBOE
o0opynoBaHue: KaOeJibHble KaHaJlbl, Ka0eb, NaT4y-MaHelu, PO3ETKH.

2. PaciimpsieMocTh ceTH.
Macurabupyemocts cetu. Jlo6aBineHue OTAeIbHbIX JIEMEHTOB CETH (I10JIb30BaTelNel,
KOMITbIOTEPOB, IPHIIOKEHUH, CITykO0).

3. HapammBaHue JJIMHBI CETMEHTOB CETH
3ameHa CyIeCTBYIOIIEH amnmaparypbl. YBEIMUCHHE KOJTHYECTBA Y3JI0OB CETH; YBEITUUCHUE
MPOTSHKEHHOCTH CBsI3el MKy 0OBEKTaMU CETH

4. ®u3znueckas KapTa Bceii ceTn

Jlorndeckas TOIoOJOrus KOMHBIOTepHOﬁ cetu. Texnuueckas u IMPOCKTHAs JOKYMCHTAIUA.

ITacriopT TEXHUYECKHUX YCTPOMCTB.

5. Knaccndukanus periaMeHTOB TEXHMYECKHX OCMOTPOB, TEXHHYECKHE 0CMOTPbI
00BEKTOB CeTeBOl HHPPACTPYKTYPHI.
ITpoBepka 00bEKTOB ceTeBON MHPPACTPYKTYPHI U MPOPUIAKTHUECKUE PAaOOTBHI.

6. IIpoBenenne peryasipHOro pe3epBUPOBAHHSI.

O6CJIy}KI/IBaHI/Ie (pHSI/I‘IeCKI/IX KOMITOHEHTOB, KOHTPOJIb COCTOAHUSA aIllllapaTHOT O O6GCHG‘IGHI/I$I;

opraHu3anys yIaJJCHHOI'0 OITOBCHICHHUA O HCIIOJIAaJKaXx.

7. IlIporpaMMHoOe o0ecrieyeHue MOHUTOPUHIA KOMIIBIOTEPHBIX CeTel U CeTeBbIX
YCTPOHCTB.
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AHnanu3 GyHKIMOHAIBHBIX 0COOEHHOCTEH MPOrpaMMHOT0 00eCTIedeHHsI MOHUTOPHHTA,
OTIpeJIeIEHUEe METOIOB M aJITOPUTMOB, HUCIOIB3YEMBIX B IIPOIIECCE MOHUTOPHHTA, U3yYCHHE
OCHOBHBIX ITPUHIIMIIOB BEIOOPA MPOrPaMMHOT0 00€CTI€YeHHsI MOHUTOPUHTA JUIsl KOHKPETHOMN
CETH WJIM YCTPOIMCTBA HA OCHOBE y4eTa UX MapaMeTpOB U OCOOCHHOCTEH pabOTHI, aHAIN3
BO3MOXKHOCTEH COBPEMEHHOT'O MMPOTrPAaMMHOI0 00ECIIeUeHUSI MOHUTOPUHTA U OTIpeiesiCHUE

3 PEeKTUBHBIX TOAXOIOB K UCIOJIH30BAHUIO 3TUX BO3MOKHOCTEH B MPAKTUUYECKUX 3a/1a4ax
MOHHMTOPHUHTA KOMIIBIOTEPHBIX CETEHl U CETEBBIX YCTPOMCTB.

8. IIporoxon SNMP, ero xapakrepucTuku, popmar cood1enunii, Habop ycayr.
AHan3 OCHOBHBIX XapaKTepUCTUK MpoTokoja SNMP, ero cTpyKTypsl U apXUTEKTYpPBbI,
dbopmara coOOIICHNI U CICIM(UKAIINN CHHTAKCHCa

9. Ob6opyroBanue JJisi AUATHOCTUKHU U cepTH(UKaANUM Ka0eJbHbIX CHCTEM.
CereBble MOHUTOPBI, TPHOOPHI TSI CEPTHPUKAITUN KaOSTHHBIX CHCTEM, KaOCITbHbIC CKaHEPHI
U TECTEPBIL.

B ToM unciie IpakTHYeCKHUX 3aHATHH U J1a00PaTOPHBIX padoT

HpaKTI/I‘{eCKOG 3aHsaTue 1. OKOHI_[OBKa Kabessa BUTas Imapa

HpaKTI/I‘{eCKOC 3aHsATHE 2. 38.,[[6.]'[1(8. Kabessa BUTas Iapa B pO3€TKY

[Tpaktudeckoe 3anaTue 3. KpoccupoBanue u MOHTaX MaT4-MaHeNd B KOMMYTAIIHOHHBIH
mkad, Ha CTeHY

[TpakTuyeckoe 3aHaTue 4. DKCIUTyaTalus TEXHUUECKUX CPEICTB CETEBOM MHPPACTPYKTYPHI
(IpUHTEPBI, KOMIIBIOTEPHL, CEPBEPHI)

[IpaxTrueckoe 3aHgTHE 5. BBINOIIHEHHE NEUCTBUIN 110 YCTPAHEHUIO HEUCIIPABHOCTEM.
BolnonHeHne MOHUTOPUHTA U aHaJIM3a paboThI JIOKAaJIbHOW CETH C MOMOLIbI0 IPOrPaMMHBIX
CPEICTB.

[IpaxTrueckoe 3anstre 6. OpopmiieHne TEXHUYECKON JOKYMEHTALUU, TIpaBuiia opopMiIeHUS
JIOKYMEHTOB

[TpakTuueckoe 3ansarue 7. [Iporokon ynpasinenus SNMP. OcHOBHbIE XapaKTepUCTHKH
npotokona SNMP. Ha6op ycayr (PDU) nmpotokona SNMP. ®opmar coobmiennii SNMP.

HpaKTI/I'-IeCKOG 3aHATUC 8.33}13‘11/1 YIIPpABJIICHHA: aHAIU3 IPOU3BOAUTCIIBHOCTU CETH, aHAJIN3
HaaCKHOCTHU CCTH

HpaKTI/IquKOC 3aHsgTue 9. praBJ'ICHI/IC 0€30I1aCHOCTBIO B CETH. YUeT Tpa(bI/II(a B CCTH

[Ipaktuueckoe 3anstue 10. CpencrBa MOHUTOPUHIAa KOMIBIOTEPHBIX ceTell. CpeacTna
aHaJIN3a CETH C MOMOIIBI0 KOMaHJ| CETEBOM ONEPAIIMOHHON CUCTEMBI
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Tema 1.2 Ikcmiryaranus
cucreM IP-resieponun

Conepxxkanue

1. Hacrpoiika H.323.

Omnucanne H.323 u o6mue pexomennanuu. OyHKnoHaabHble KoMmoHeHThI H.323.YcTanoBka
u nopaepxka coequaenns H.323. Coenunenus 6e3 u ¢ ucnonszoBanueM GateKeeper.
CoenuHeHus ¢ UCIoNb30BaHUEM Heckosbkux GateKeeper. MHoromnoss30BaTebCcKre
koH(epenmu. O0ecneueHne 0TKa30yCTOWYUBOCTH.

2. Hacrpoiika SIP.

Omnwucanue u obmme pekomenaauu. Texnonorust SIP u cBs3aHHBIE C HEH CTaHIAPTHI.
OynknuonaabHbie KoMOHEHTHI SIP. Coobmenust SIP. Anpecanust SIP. Monens
yCTaHOBJICHUS coenHeHusl. [lnannpoBaHue 0TKa30yCTOMYMBOCTH.

3. YeTaHoBKa M HHCTAJLISIIMS IPOrPaMMHOI0 KOMMYTAaTOpA.

MonTaxnsie niporienypsl. [Ipouienypsl HHCTAUIALMK. YIIpaBieHHEe anlapaTHbIMU CPEICTBAMHU
u nioptamu. [Iporoxonsl ynpasnenuss MGCP, H.248. Co3naHue aHanoroBbix abOHEHTOB.
BnayTtpucranuronHnasi MapuipyTHu3aims.

4. YnpasiieHHe NPOrpaMMHBIM KOMMYTaTOPOM.
Mapupyruzanus. [pynnsl coequHuTeNnbHBIX JuHuM. [lonkntouenue cranuui ¢ TDM

(abonentckuii noctyn TDM). Curnanuzanus SIP, SIP-T, H.323 u SIGTRAN. IP -a0oHeHTHI.
I'pynmier abonenToB. JlononHuTenbpHbIE aDOHEHTCKUE YCITYTH.

5. Opranusanus xkcmiryarannu cucrem IP-renedonnn.
Texnuueckoe 0OCIyKUBaHUE, INIAHOBBIA TEKYIIIUH PEMOHT, IJIAHOBBIN KalUTAJIbHBIN PEMOHT,
BHEILIAHOBBIN PEMOHT

6. BoccraHoBJieHne paGoThI CeTH IOC/IE ABAPHH.

CxeMsl IocnieaBapuitHOr0 BOCCTAaHOBJIEHUS! paOOTOCIIOCOOHOCTH CETH, TEXHUUECKas U
IIPOEKTHas JOKYMEHTAIIHsI, CIOCOOBI PE3EPBHOTO KOIMPOBAHMSI TAHHBIX, IPUHIUIIBI PA0OTHI
XPaHWIHILL JaHHBIX;

B ToM umciie MpakTHYeCKHUX 3aHATHH U J1a60paTOPHBIX padoT

IIpaktuyeckoe 3anarue 1. Hactpoiika annmaparHeix u nporpamMmubix [P-tenedonos, ¢pakcos

IIpakTnueckoe 3ansTHE 2. PazBepThiBaHuE ceTH ¢ ucnoib3oBanueM VLAN s [P-
teneponun. Hactpoiika muo3a

[IpakTuueckoe 3ansTue 3. YCTaHOBKA, MOAKIIOYEHUE U MEPBOHAYAIbHBIE HACTPOUKHU
roj0coBoro Mapupyrusaropa. Hactpoiika Tabnuibl moiabp3oBarenieil, HacTpoiika rpymi,
HACTPOIKa TOJI0COBBIX COOOIICHHIA B TOJIOCOBOM MapIIPyTH3aTOPE.
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[IpakTueckoe 3anstue 4. Hacrpoiika nporpammuo-annaparaoii IP-ATC. VYcranoBka u
HacTpoiika nporpammHoit [P-ATC (manpumep, Asterisk).

IIpakTnueckoe 3anHsaTHE 5. MOHUTOPHUHT M aHAIU3 COCIUHEHUH 110 PA3JINYHBIM IIPOTOKOJIAM.
MOHUTOPHUHT BBI30BOB B IIPOrPAMMHOM KOMMYTATOPE

[Tpaktuyeckoe 3anarue 6. Co3gaHue pe3epBHBIX KOMUK 06a3 JaHHBIX

[IpakTuueckoe 3ansarue 7. [lnarnoctrka v ycTpaHeHHE HEUCIIPABHOCTEN B cucTtemax IP-
TesnehoHun

IIpumepHasi TeMaTHKA CaAaMOCTOSITEIbHOM y4eOHOH padoThl NPU U3yYeHHH pa3aesa 1. Ikemyarauus ceTeBoi
HHPPACTPYKTYPHI

Cucremaruueckas npopaboTKa KOHCIIEKTOB 3aHATHI, yueOHOU U CIeMalbHOM TEXHUYECKOU JIUTEepaTypsl (110 BOIIpOcaM K
naparpadgam, riaBaM y4eOHBIX TOCOOMI, COCTaBICHHBIM IpenoaasareneM). [loaroToBka k 1aboparopHbIM paboTam ¢
UCIOJIb30BaHUEM METOIUYECKUX PEKOMEHAAINI ITpernoiaBaTens, opopmiieHue 1abopaTOpHBIX pabOT, OTYETOB U MOATOTOBKA
K UX 3alIHTe.

Temaruka 1oMaIHUX 33/1aHUI, COO0IEHU, pedepaToB:

OCHOBHBIE TaITbl YKCIUTyaTalluN CETEBOM NHPPACTPYKTYPHI.

TexHOI0ruM MOHUTOPHUHTA U YIIPABIECHUSI CETEBBIMU PECYPCAMH.

AmHanu3 6€30MacHOCTH CETeBOU HHPPACTPYKTYPHI M METOBI 3AIIUTHI OT YTPO3.

Pa3pabotka cTpareruu pe3epBHOIO KOMMPOBAHMS JAHHBIX CETEBOM MH(MPACTPYKTYPHI.

OrneHka MPON3BOUTEIHHOCTH U OTITUMH3AIHS PAOOTHI CETEBBIX YCTPOUCTB.

Pa3paboTka miana BOCCTaHOBJIEHUS MOCIE KaTacTpo(bl Ui CETEBOIM HHPPACTPYKTYPBHI.

HccnenoBanne B3anMoJIeiCTBUS CETEBOM MHPPACTPYKTYPHI C CHCTEMaMHU YIIPABICHUS M XpPaHEHUS JaHHBIX.
Hcnonp30BaHUE TEXHOIOTHI BUPTYATH3aIUH IS ONTUMHU3ALUU CETeBON MHPPACTPYKTYPHI.

OrneHka BO3MOXHOCTEN U Ipo0IeM 00JauHbIX TEXHOJOTUI B CETEBOM MHPPACTPYKTYpE.

0.  Uccnenosanue npumenenust SDN (Software-Defined Networking) B ceTeBoit undpactpykrype.

1.  WHTerpanus M ympaBJIeHHE CETEBBIMU YCTPONCTBAMU Pa3IHMYHBIX TPOU3BOIUTEINEH.

12.  PasButne ceteBoil undpactpykrypsl B koHTekcTe loT (Internet of Things).

13.  OmeHka u yrpaBieHUE PUCKAMH, CBSI3aHHBIMH C JKCILTyaTalliel ceTeBO MHPPACTPYKTYPHI.

14.  AHanu3 BiusiHHS OOHOBIICHHUI U M3MEHEHUH Ha paboTy ceTeBoi MHMPACTPYKTYPHI.

15.  Uccnenosanue npoOieM MaciITaOMpOBaHUS U paCHIMPEHUs CETEBONH HH(PACTPYKTYPHI.

RBPBOoo~NO~WNE

Pasnen 2. Texnojoruu ABTOMaTU3AlMHU TCXHOJOIHYCCKHUX MMPOIECCOB

M/IKH.03.02. TexHO10rMM aBTOMAaTH3AllMM TEXHOJOTHYEeCKUX NMPOLECCOB

Coaep:xkanue
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Tema 2.1.
ABTOMATH3HPOBAHHbIE
CHCTEeMBbI YNIPaBJIeHUsI

TEeXHOJIOTHYECKUMHU
npoueccamu (ACY TII)

1. [TonsTue 06 0ObekTe yrpaBieHus. CBONWCTBa 0OBbEKTA YIIPABICHUS.

2. Knaccudukarus TeXxHOIOTHYeCKUX OOBEKTOB YIIPABICHUS MO THUITY, XapakTepy
TEXHOJIOTHYECKOTO IPOLIECCa, 0 XapaKTEPUCTHKE TapaMeTPOB YIIPABICHUS
3. Knaccudukamus cuctem ynpaBieHUs] TEXHOJIOTHIECKUMU 00BEKTaMH T10 CIIOCO0Y,

eI U CTCIICHU HCHTPAJIM3allin YIIPAaBJIICHH.

OO6mue cBeneHrs 00 aBTOMaTH3UPOBAHHBIX CHCTEMaX YIPABICHUS TEXHOJIOTUICCKUMU
nporneccamu (ACYTII) u cucremax aBromarudeckoro yrpasieHus (CAY)

S. Ocuosusbie pynkimn ACYTIT u CAY. Texuuueckoe, IporpaMMHOE U
uHpopmarmonnoe obecneuenne ACYTII

6. Crpykrypa ACYTII Ha 6a3¢ MHUKPOTIPOIIECCOPHOM TEXHUKH.

7. Cpencra uzmepenus rnpeodpaszopanus u perynupoanus B ACYTII

8. OCHOBHBIE TIOHATHS ABTOMaTU3UPOBAHHON 00pabOTKH HH(pOpMAITUU

9. MeTtonbl 1 cpeAcTBa MOJACIMPOBAHUS TEXHOJIOTHUECKUX mporeccoB B ACYTII

10. O0630p coBpeMeHHBIX TexHoJorul 1 TenaeHui pazsutus ACYTII

11.  IIporpammupoBanue u HacTpoiika ACYTII: s3bIku mporpaMMHpOBaHUs, METObI U
WHCTPYMEHTHI

12.  Hurerpamus ACYTII ¢ npyrumu cucteMaMu ¥ 000pyIOBaHHEM B TIPOU3BOACTBEHHOM
npouecce

13. Ornenka 3¢ pexTuBHOCTH U SKOHOMHUECKas orieHKa BHeapeHuss ACY TII

14. Oco0eHHOCTH yNpaBiIeHUsI TPOU3BOJCTBEHHBIMU CHCTEMAaMHU B YCIIOBHSIX
HEONPEIeICHHOCTH U IEPEMEHHBIX YCIOBUH paboThI

15. [Tpumenenune cucteM nuckycctBeHHOro unrtesiekra B ACYTIIL: neliponHsle cetu,

TCHCTUYCCKUC AJITOPUTMBI, SKCIICPTHBIC CUCTCMbI

B ToM umcie MpakTHYeCKHUX 3aHATHH U J1a60paTOPHBIX padoT

HpaKTI/IquKOC 3aHsgTue 1. Ol'IpeI[CJ'ICHI/IC CBOMCTB OOBEKTOB YIIPABJICHUS HaA MMPAKTHKE

[IpakTnueckoe 3ansthe 2. Knaccuduxanus TEXHOIOTHUECKHX OOBEKTOB YIpPABICHHS Ha
IIpUMEpPE MPOU3BOACTBEHHOIO IIPEANIPUSATHUS
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[IpakTueckoe 3aHsATHE 3. AHAIM3 U CPAaBHEHUE CHUCTEM YIPABICHUSA TEXHOJIOTUYECKUMU
00BEKTAaMH Ha IPUMEPE PA3JIMYHBIX OTPACIIEH POMBIIIJIEHHOCTH

[Ipaktnueckoe 3anstue 4. Mzydenwme mnpunimnoB padorel ACYTII m CAY Ha npumepe
peaIbHBIX CUCTEM YIPABJICHUS

HpaKTI/ILIeCKOC 3aHATHE S. COSI[aHI/Ie HpOCTOﬁ MOIECINU TEXHOJOTHYCCKOT'O IIponecca

[IpakTueckoe 3anstue 6. O3HakomiieHHME ¢ coBpeMeHHbIMU TexHojorusiMu ACYTII Ha
IPUMEpE CYIIECTBYIOIUX IPOSKTOB U UCCIIEA0BAaHUM

[Ipaktuueckoe 3anstue 7. IlporpammupoBanue snementoB ACYTII Ha  s3bIkax
MIPOrpaMMUPOBAHUS HA IPAKTUKE

[TpakTdeckoe 3ansitue 8. Hactpoiika u nmpoBepka padorocrocoorocty anemenToB ACYTII Ha
pUMepe KOHKPETHOM CUCTEMBbI YIIPABJICHUS

[Ipaxtueckoe 3anstue 9. Mnrerpauus ACYTII ¢ apyrumu cucremamu u o0OpylI0BaHUEM B
IPOM3BOJICTBEHHOM Ipoliecce

HpaKTI/I‘leCKOG 3agarue 10. OI_IeHKa 3(1)(1)CKTI/IBHOCTI/I H DKOHOMHYCCKAsA OLHCHKA BHCAPCHUA
ACVYTII

IIpaktnyeckoe 3anstThe 11. Pa3zpaGoTka cucTeMbl YIpaBiIeHHUs MPOU3BOACTBEHHBIMU
IPOLECCaMU B YCIIOBHSIX HEONIPEAEICHHOCTH U IEPEMEHHBIX YCIOBUM paboThI

IIpakTnueckoe 3anstue 12. llpuMeHeHnMe HEHPOHHBIX CETEM B CHCTEMax YIpaBJICHUS
TEXHOJIOTMYECKUMH MTPOLIeCCaMu

HpaKTI/I‘{eCKOC 3aHsatue 13. HpI/IMeHeHI/IC OKCIICPTHBIX CHUCTEM B CHCTCMAX YIIPABJICHUSA
TCXHOJIOTMYCCKUMHU ITponecCaMiu

[IpakTuueckoe 3anstue 14. Co3ganue MpoeKTa aBTOMaTH3ally yIIPaBICHUS TEXHOJIOTMUYECKUM
nporieccoM Ha ocHoBe ACYTII

Tema 2.2.
HpOMbllIIJIeHHble ceTreBbIe

TEXHOJIOTMH M IIPOTOKOJIbI
B ACY TII

Conep:xanue

1. Posib 1 MeCTO ceTeBbIX TEXHOJIOTUI B NPOMBILIVIEHHOH aBTOMATH3allUU

O030p CeTeBBIX TEXHOJOTHH, WX pOIb B MPOMBIIUICHHON aBTOMAaTH3allMU, a TaKkKe HX
MPENMYIIEeCTBA U HeNOCTAaTKU. OCHOBHBIE TUITHI TPOMBIIICHHBIX CETEW, UX XapaKTEPUCTUKH U
OCOOCHHOCTH, a TaKXKe METOAbl WX peanu3anuu. [IpOTOKOIBI CBSI3U, HCIONb3yeMble B
MTPOMBITINICHHOW aBTOMAaTH3aIH, HX 0COOCHHOCTH U TPUMEHEHHE.

2. TpeOoBaHMsl K NPOMBINLICHHBIM ceTsIM. ba3oBbie MOAX0bI K MX peau3anuu
Ornrcanne OCHOBHBIX TPeOOBAaHUM K CETSIM MPOMBITIUICHHOW aBTOMAaTH3aIMH, B TOM YHUCIIE 10
HAJCKHOCTH, MPOIYCKHOW CIMOCOOHOCTH WM YIPABISEMOCTH, a TakkKe 0a30BBIX MOIXOJOB K
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MMPOCKTUPOBAHHUIO W PpCajiu3alilii ITPOMBIINIJICHHBIX CeTefI, BKJIO4as BBI60p THUIIa CCTH,
TOIIOJIOTHUIO, CPCACTBA NNICPCAAYN NAHHBIX, CCTCBLIC IIPOTOKOJIbI U CUCTCMBI 0e30IaCHOCTH.

3. IIporoxoan MODBUS

Ornucanre OCHOBHBIX XapaKTEPUCTUK M MPUHIMIIOB PaOOThl MPOMBIIUIEHHOTO IMPOTOKOJIA
ces3u MODBUS, Bxitouast ¢opMar kaapa, aapecaruio, Koabl (pyHKIHI, METONIbI Mepeaadn
JIAHHBIX M BO3MOXHOCTH paciiupeHus. Takxke paccMarpuBarOTCs TUIIOBbIC NMPUMEHEHHS U
yCTpoKcTBa, padboTaromue 1o nporokory MODBUS.

4. OO0mme NPpUHIMIIBI OPTAHU3ANMH PA0OTHI PA3JIMYHBIX YCTPOMCTB NPH
HCI0JIb30BaHNU npoTokosaa MODBUS

[IpuHIMIBI B3aMMOAENUCTBUS YCTPOICTB, padoTaroumux Ha nporokosie MODBUS, Bkitouas
npaBuiIa oOMeHa JaHHBIMH, (popMmar ajgpecaluy, TUIIbI 3alIPOCOB U OTBETOB, a TAK)KE THUIIBI
JTAHHBIX, IOJIIEPKUBAEMbIE TPOTOKOJIOM.

5. Opranmnzanust padorsl B mporokosie MODBUS konTposiepa (slave) u
oneparopHoi nanesu (master)

OcHoBHbIE TPUHLUIBI pabOTHl B pexumax slave u master, a Takke MpoIenypbl oOMeHa
JAHHBIMU MEXIY HUMHU C UCIIoNb30oBaHueM nporokoia MODBUS.

6. BbipaBHMBaHMe a/IpecoB NePeMEHHBIX B N0J1e IaMATH MPOTOKOJIa

[Mpunnunsl paboTel ¢ anpecanueil nepeMmeHHbix B mporokosie MODBUS. OcHoBHbIE
TpeOOBaHUS K ajpecallid U BHIPAaBHUBAHMIO JTAHHBIX B IOJI€ MAaMSATH MPOTOKONA, a TaKXkKe
CIOCOOBI pelIeH!s] BOZHUKAIOIUX ITpobsieM. TUNoBbIe OMKUOKK IIpU paboTe ¢ ajfipecanueil u ux
IIPEIOTBPAIICHHUE.

1. Pabora xouTpoJuiepa (master) B ceTu ¢ MOAYJIsSIMH BBO/1a/BbiBoj1a (slave)
OCHOBHBIE TPUHUUIIBI B3aUMOJCHCTBHUS KOHTpOJIEpa U  YCTPOMCTB BBOJA-BBIBOJA
MOCPENCTBOM ceTeBbIX MpoTokooB. [Iporokomsr MODBUS RTU u MODBUS TCP, ux
0COOCHHOCTH U MpaBUJIa MCIONIb30BAHUS MPU pabOTe KOHTPOJUIEpa KaK B peXUME master, Tak
u B pexxume slave. [lopsiiok HacTpoWKH MapaMeTpOB COENUHEHUS U 0OMEHA TaHHBIMU MEXKIY
KOHTPOJUIEPOM U YCTPOWCTBAMU BBOJA-BBIBO/IA, AaHAIU3UPYIOTCS BO3MOXKHBIE MPOOIEMbI TPy
paboTe B ceTu U crocoObl NX YCTPaHEHMSL.

8. Padora B ceTn mo nporokoisy MODBUS RTU ¢ pa3iu4HbIMH yCTPOHCTBAMHU

OcnoBubie acrnektsl npotokosa MODBUS RTU, Bximouas ¢opmar kamapa, aapecaruio,
GYHKIHH, a TAKXKE U3y4eHHE paOO0ThI PA3IMYHBIX YCTPOUCTB (KOHTPOJLIEPOB M MOYNIE BBOIA-
BBIBOJIa) B CETH, UCIIOJIB3YSI ATOT MPOTOKOJ. HacTpoiika u KoHpUTyparus yCTpONUCTB, aHAIN3
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MIPOTOKOJIa OOMEHA M METO/IbI TUATHOCTHKH MPoOJIeM, BO3HUKAOMIKX B padore cetn MODBUS

9. Padora B ceTn no nporoxoay MODBUS TCP

Ocunogsl mpotokoiaa MODBUS TCP, Bkitouast popmarsl cCOOOIIEHUH, CTPYKTYPY TpaH3aKIui,
crocoObl 0OMEHA JaHHBIMU MEX/1y YCTPOWCTBaMH, a TAKXkKe HACTPOMKY U KOH(PUTYpaLHIO CETH
MODBUS TCP u ee ycrpoiictB. CoOBpeMEHHbIE TEXHOJIOTMH U UHCTPYMEHTBI JUIsI MOHUTOPUHTA
u ynpasienusa cetbto MODBUS TCP, takue xkak SCADA-cuctembl u 110 mgis cereBoro
aHaJIM3a.

10. TunoBbie NPOMBIILIEHHbIE IPOBOIHbIE H Ka0eJbHbIE CeTeBbIe MPOTOKOJIbI
Pa3J’II/I‘IHI)I€ CCTCBEIC HpOTOKOJ'II)I, I/ICHOJII)3yeMBIe B HpOMI)IIIUICHHI)IX CCTAX IJIAd O6M€Ha
JAHHBIMH MEXIy YCTPOHMCTBAMH aBTOMATH3allMd ¥ YIPABICHUSA TEXHOJIOTHUCCKUMHU
nporeccamu (mporokonbl, PROFIBUS, CAN, Ethernet/IP, DeviceNet, Modbus, Foundation
NPEUMYIIECTBA U HEJOCTATKH, a TaKXKe CIOCOOBl HACTPONKH M KOH(OUTYPHUPOBAHHS CETEH C
UCIIOJIb30BaHHEM ITHX MPOTOKOJIOB.

11. BecnipoBoaHbIe JIOKATbHBIE CETH /IJIsl MPOMBIILIEHHOTO PUMEHEHHUS

TexHonmoruu OECIPOBOMHON CBS3M, MCIIOJIB3YEMbIX B IMPOMBINUICHHOCTH, Takux Kak Wi-Fi,
Bluetooth, Zigbee, LoRa, NB-IoT u 1p. Oco6eHHOCTH UCTIOIBL30BaHMs OECIIPOBOIHBIX CETEH B
MPOMBILIUICHHOM OKPY)KeHHH, TaKue Kak TpeOOBaHUsS K HAAEKHOCTH M O€30MacHOCTH,
OCOOCHHOCTU pa3BepPTHIBAaHUS U KOH(QUI'YpUPOBaHMS, a TAaKKE€ METOJbl MOHUTOPHHIA U
yrpaBJeHus] 0eCIIPOBOTHBIMY CETSIMHU.

12. CneumaJau3upoBaHHbIE ceTeBble HHTePdeiichl 1JIsi YMHOIO 10Ma

Pa3znuyHble MPOTOKOMIBI U TEXHOJIOTHH, UCIONB3YeMbIE B CUCTEMaxX YMHoOro jaoma (ZigBee, Z-
Wave, Thread, Bluetooth, Wi-Fi u napyrue). Oco6eHHOCTH HX NPUMEHEHHUsS] B CHCTEMax
aBTOMATHU3AIMH YMHOTO JIoMa. ACTIEKThI 0€30MTaCHOCTH U 3alIUTHI IaHHBIX B CHCTEMaX YMHOTO
JIOMa, BO3MOXKHOCTH MHTETPALlMN Pa3JIUYHBIX YCTPOMCTB U CUCTEM B OJIHY CETh.

13.  IIpeodpa3oBarte;nn untepdeiicoB

[IpeoOpa3oBarenu uHTepdeiicoB s paznuyHbIX craHgaproB cBsizu (RS-232, RS-485,
Ethernet, USB). BriGop u HacTpoiika mnpeoOpa3oBareneii HHTEpHEHCOB B COOTBETCTBUU C
TpeOOBaHUSIMU KOHKPETHOM 3aJ1auu.

14. CoBpeMeHHbBIE TeHIeHIIUHN Pa3BUTHS ceTeBbIX TexHonorni B ACY TII — web-
cepBepbl M 00J1a4YHbIe peleHust
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IToaxoap! K OpraHU3aly CETEBBIX TEXHOJIOTHH B aBTOMATU3UPOBAHHBIX CUCTEMAX yIpaBICHHS
TEXHOJIOTHYECKUMHU MPOLIECCAaMH, OCHOBAHHBIX Ha MCIIOJIb30BaHUN Web-CepBepoB 1 00JIauHBIX
pewieHnid. OCHOBHBIE IPHHLUIBI IOCTPOEHHs Web-CepBepoB U MX B3aMMOJCHCTBUSA C
yerpoiictBamu ACY TII, BO3BMOXHOCTH MCIIOIB30BaHMsI OOJIAYHBIX PELIEHUH IS yIaJIeHHOTO
MOHUTOPHHIA U YIPABIEHUS TEXHOJIOIMYECKUMHU ITPOLECCAMH.

15. Kon¢durypupoBanue u HACTPOHKA ceTeBbIX YCTPONCTB 1JIsl ABTOMATH3 AU
TEXHOJIOTHYECKHX IPOLECCOB

[Iporiecc HAcCTpOMKM W KOHPUTYPHUPOBAHUS CETEBBIX YCTPOMCTB JUIsI aBTOMAaTHU3aLUU
TEXHOJIOTHYECKUX MTPOLIECCOB B MPOMBIIIIIEHHOCTH: U3yYEHHUE PA3JINYHBIX IIPOTOKOJIOB CBS3H,
HAcTpOWKa YCTPOWCTB Ha pabOTy B CETH, a TaKXKe ONpPEAEICHUE HACTPOEK O€30MacHOCTU U
MOHMTOPHHIA CETEBON aKTUBHOCTH.

16. OcodenHocTH NMPUMEHECHUS NPOMBINICHHBIX CETEBLIX IPOTOKOJ/IOB B YCJIOBUSX
BBICOKMX HArpy30oK u IJIOXOM CBA3H

HpO6JI€MI)I, BO3HHUKAIOMMC IIpH Hepcaadyc AJaHHBIX B IPOMBIIIJICHHBIX CCTAX B YCIIOBHAX
BBICOKUX HArpy30K H IUIOXOH CBSI3U. I/IBY‘ICHI/IG MCTOAOB PCIICHUA OTHUX HpO6J'IeM C
HCIIOJIb30BAHUCM CIICHUAJIM3UPOBAHHBIX IMPOMBIIIIICHHBIX CCTCBBLIX IIPOTOKOJIOB. MGTOI[I)I
OIITUMH3alINN1 HpOHYCKHOfI CIIOCOOHOCTH CeTell U YMCHBIICHUSA 3aJICPIKCK IEPEAaIn JaHHBIX.

17. CpaBHuTe/bHBINH aHaU3 NpoMbilLIeHHbIX Ethernet-rexnonornii: EtherNet/IP,

O630p u aHanmu3 ocoOeHHOCTeW Tpex mpombluieHHBIX Ethernet-mporokosos: EtherNet/IP,
PROFINET u Modbus TCP. Paznuuust mMexay 3THMH HPOTOKOJAMH, UX NPEUMYILECTBa U
HEI0CTaTKH, 00JIaCTH MPUMEHEHMsI B TPOMBIIIIIEHHBIX ceTax 1 ACY TII.

18.  IIpuMeHeHMe MPOMBILIJICHHBIX MAPIIPYTH3aTOPOB /1Jis1 00ecneyeHus
0e30MacHOCTH M HA/IeKHOCTH PadoThl ceTeBOM MHPPACTPYKTYPHI.

Ponb MpOMBINIIEHHBIX MapIIpyTH3aTOpPOB B 00ecHeueHHH Oe30MacHOCTH U HaJleKHOCTH
paboThl ceTeBOM MHQPPACTPYKTYPhl B MPOMBINIIEHHON cpene. OcHOBHBIE (DyHKIIMH
IPOMBIIIIIEHHBIX MapIIpyTH3aTOpoB (BUpTyaidbHas yacTHas ceth (VPN), Opannmaysp, NAT-
TpaHCIALMA), UX KOoHpuUrypamuss W HacTpoika. MeToabl 3alluThl OT BHENIHMX aTak H
o0ecreyeHrs: HaJIe)KHOCTH pabOoThl ceTeBOM MH(PACTPYKTYPBHI.

B ToM 4nciie IpaKTHYECKUX 3aHATHI U JIA00PaTOPHBIX padoT

HpaKTI/IquKOC 3ausaTHe 1. PaboTa ¢ 0CHOBHBIMH CETEBLIMU TEXHOJOTHSIMU B HpOMLIIlIJ'ICHHOfI
aBTOMaTHU3alluu
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[IpakTueckoe 3anatue 2. Pa3paboTka cxembl MPOMBIIUIEHHON CETH W BBIOOP CPEICTB €€
peasinzanuu

[Ipaktuueckoe 3ansitue 3. [Ipakrnueckoe mpumenenwe mporokoida MODBUS mis oOmena
JTAHHBIMU MEXKY YCTPONUCTBaMU

HpaKTI/ILIeCKOC 3aHsaTue 4. COS,I[aHI/IC KOH(bI/Il"ypaI_[I/II/I CETU C HMCIIOJIBb30BAHHUEM IIPOTOKOJIA

[TpakTrueckoe 3ansaTue 5. Opranuzanys padoTel KOHTpouiepa (slave) u oneparopHoOi maHenu
(master) no npotokoay MODBUS

HpaKTI/I‘IeCKOG 3aHsATHE 6. BBIpaBHI/IBaHI/Ie aZIp€CoB IMCPEMCHHBIX B IIOJIC ITAMATH IIPOTOKOJIA

[Ipaktuueckoe 3amsitue 7. Hacrpoiika paboTel KOHTposuiepa (master) ¢ MOIYISIMH
BBOJa/BBIBOJA (slave) mo mpotokomry MODBUS RTU

[IpakTuueckoe 3ansatue §. [IpakTudeckas paboTa ¢ pa3TUUYHBIMHU YCTPONCTBAMH 110 MPOTOKOIY

[IpaxTnueckoe 3anstue 9. Pabora ¢ nporoxonom MODBUS TCP

HpaKTI/I‘IeCKOG 3angTue 10. Pabora ¢ THIIOBBIMU IMPOBOJAHBIMU U KaOeJIbHBIMH IIPpOTOKOJIaMHU B
MMPOMBITIIJICHHOCTH

HpaKTI/I‘{eCKOG 3aHsTue 11. I/I3yquI/Ie 6eCHpOBO,I[HBIX JIOKaJIbHBIX CETEH I IMPOMBIIIIJICHHOT'O
MMPUMCHCHUA

IIpaktnueckoe 3anarue 12. IlpakTudeckoe NPUMEHEHHE CIELMAIU3UPOBAHHBIX CETEBBIX
uHTEp(ENcoB 11 YMHOTO JIOMa

[Tpaktuyeckoe 3anstue 13. Pabota ¢ mpeoOpazoBarensiMu UHTEp(HEHCOB B MPOMBIIIIICHHOM
CeTH

IIpakTueckoe 3anatne 14. O3HaKOMIIEHHME C COBPEMEHHBIMH TEHACHLMSIMHM B Pa3BUTHU
ceteBbIX TexHosoruit B ACY TII, Bkitouast web-cepBepbl 1 00Ja4Hble pelIeHUs

[IpakTrueckoe 3ansaTue 15. OCOOEHHOCTH IPUMEHEHUS] TPOMBIIIJIEHHBIX CETEBBIX MPOTOKOJIOB
B YCJIOBHSIX BBICOKMX Harpy3o0K M IJIOXOHM CBS3H

[IpakTueckoe 3ansitue 16. CpaBHUTENbHBIN aHanu3 npoMbliieHHbIX Ethernet-rexnomnormii:

[Ipaktnueckoe 3anmstue 17. IlpuMeHeHHWE NPOMBINUIEHHBIX MapHIPYyTU3aTOPOB A
obecriedeHurs O€30MaCHOCTH M HAJIS)KHOCTH pabOThI CETEBON MHPPACTPYKTYPHI
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[Tpaktiueckoe  3amatue 18,  IlpakTHyeckoe  HMCHONB30BAaHME  MPOMBIINIICHHBIX
MapIIpyTU3aTOPOB

[Ipaktuueckoe 3anarve 19. Opranuzanus ynaJeHHOIO JOCTyNHa K CETEBbIM YCTPONCTBaM B
IIPOMBIIUICHHON CETU

[Ipaktueckoe 3ansitue 20. Pa3zpaboTka M TecTHMpOBaHHE COOCTBEHHOIO MPOMBIILIEHHOTO
MIPOTOKOJIA JIJIs 0OMEHA TAHHBIMH MEXIY YCTPOWCTBAMH B CETH

IIpaktueckoe 3ansatue 21. OpraHumszanus Kjaacrepa NPOMBIIUIEHHBIX KOMIIBIOTEPOB JUIS
BBITNIOJIHEHUSI BBICOKOIIPOM3BOIUTENbHBIX BhlunciaeHuil B ACY TII

IIpumepHasi TeMAaTHKA CAMOCTOSITE/ILHON y4eOHO# pad0ThI IPU M3YYeHUH pa3aena 2. TeXHOIOruy aBTOMaTU3aluu
TEXHOJIOTMYECKHUX MPOLECCOB

Cucremarnueckas npopaboTKa KOHCIIEKTOB 3aHITHI, y4eOHON U CIeIMaIbHONM TEXHUYECKON JTUTEepaTypsl (10 BOIIPOcaM K
naparpadgam, raBaM y4eOHBIX OCOOHI, COCTaBICHHBIM IpenoaasarenieM). [loaroToBka k mabopatopHbIM paboTaMm ¢
UCIOJIb30BaHUEM METOIMYECKUX PEKOMEHIAINI Mperoaasaress, opopmieHue 1a00paTopHbIX padOT, OTYETOB U MOATOTOBKA
K MX 3alllUTe.

TemaTuka JOMaIIHUX 32/1aHUI, COO01IeHNI, pedepaToB:
1. AnHanu3 npoMBIIIJIEHHOTO OOBEKTa U BHISIBJICHHE MOTPEOHOCTEN B aBTOMATU3AIIUN TEXHOIOTUYECKUX MPOIIECCOB.

2. PazpaboTka CTPYKTYpHOH CXEeMbl aBTOMAaTH3allMd TEXHOJIOTMYECKOTO TMpolecca Ha OCHOBE BBIOPAHHBIX
MIPOMBIIIIJIEHHBIX KOHTPOJUIEPOB M YCTPOUCTB.

3. Br160p 1 HacTpoiika TaTYMKOB ¥ M3MEPHUTENBHBIX MPHUOOPOB TSI MOHUTOPHHTA TEXHOJIOTHIECKHUX ITapaMeTPOB.

4. Pa3zpaboTka mporpamMmHoro oOecreyeHMs Ajs aBTOMaTH3allMd TEXHOJOTHMYECKOrO Ipolecca C HCHOIb30BaHUEM
SI3BIKOB MporpaMMupoBanus, Takux kak Ladder, Function Block Diagram (FBD), Structured Text (ST) u T.1.

5. Pa3zpaboTka anropuTMOB YHpaBIE€HUS TEXHOJIOIMYECKUM IPOLECCOM C HCIOJIb30BAHUEM JIOTHUECKHUX ONepanuil u
MaTeMaTHYeCKUX BBIPKCHH.

6. Hactpoiika mpOMBINIJICHHBIX CETEBBIX YCTPOUCTB NIl OOMEHA JAHHBIMU MEXKY MPOMBIILIEHHBIM KOHTPOJIJIEPOM U
YCTPOWCTBAMM Ha MPOU3BOCTBE.

7. Onenka 3 QeKTUBHOCTH aBTOMATH3AIH TEXHOJIOIMYECKOTO MPOIecca Ha OCHOBE aHAJIN3a MOJTYYEHHBIX JIAHHBIX.

8. PazpaboTka TEXHHUYECKOTO 3aJaHHWs HA aBTOMATH3AI[MI0 TEXHOJOTHYECKUX TMPOIECCOB Ui KOHKPETHOTO
MPOU3BOJICTBEHHOTO OOBEKTA.

9. Omnpenenenne TpedoBaHMA K 000PYTIOBAHUIO U HHCTPYMEHTAPHIO /ISl aBTOMATHU3alMU TEXHOJIIOTHIECKOTO TIpoIiecca.
10.  IlpoBeneHue MHKEHEPHBIX MU3bICKAaHUI M pa3pabOTKa TEXHHMUYECKOTO MPOEKTa Ha aBTOMATHU3AIIUI0 TEXHOJIOTHYECKHX
MIPOIIECCOB.

11.  OrueHka CTOUMOCTH 000PY/IOBaHMs U IPOTPAMMHOI0O O0eCTIeUeHus 1151 aBTOMATU3allMi TEXHOJOTHYECKOro Mpoliecca.
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12. AHanu3 pHUCKOB W NpPUHATHE MEp MO OOECHeueHHUI0 0e30MacHOCTH Mpollecca aBTOMATU3ALMU TEXHOJIOTUYECKUX
IIPOLIECCOB.

13. H3yyeHwe MPOMBILUICHHBIX CTAHIAPTOB W HOPMATUBHBIX JOKYMEHTOB, PpErYIUPYIOLUIUX aBTOMAaTH3aIUI0
TEXHOJIOIMUYECKHUX IIPOLIECCOB.

14.  Pa3paboTka METOIMKH TEXHHUUYECKOTO 0OCITY>KMBAaHUS U PEMOHTa 000pyAOBaHHUS, UCIIOIB3YEMOT0 IIPYU aBTOMATH3AIUU
TEXHOJIOTMUYECKOT0 Ipolecca.

15.  HM3yyenwue npuMepoB yCIENIHON peaqn3alii MPOEKTOB [0 aBTOMATHU3alMH TEXHOJIOTHYECKUX MPOIIECCOB B PA3IMUHBIX
OTpaCISX MPOMBIIIJICHHOCTH.

Y4eOHas NpaKkTHKa pa3jgesia 2. TeXHOIOTruy aBTOMaTU3aluy TEXHOJIOTHYECKUX ITPOLIECCOB
Buabl pador

. HacTpotiika rmpas nocryma.

. OdopmieHne TeXHUUECKON TOKyMEHTalUK, paBuia 0pOpMIICHUS JOKYMEHTOB.

. Hactpolika annaparHoro v mporpaMMHOT0 00€CIIeUeHHs CETH.

. Hactpolika ceTeBoii KapTbl, UMsl KOMITBIOTEpa, pabodas Tpymia, BBeJACHNE KoMITbloTepa B domain.
. IIporpaMMHasi JMarHOCTUKa HEUCIIPABHOCTEM.

. AnmaparHasi AMarHOCTUKA HEUCIIPaBHOCTEH.

. Ilonck HEMCIPaBHOCTEN TEXHUUECKHUX CPEICTB.

. BeinosiHeHUE AEHCTBUI N0 YCTPAHEHUIO HEUCTIPABHOCTEN.

. Mcionb30BaHNe akTUBHOT'O, TACCUBHOTO 00OPYIOBAHHUS CETH.

10. YerpaneHnue napa3suTUpyroliel Harpy3Ku B CETH.

11. IlocTpoenue Gpuznyeckor KapThl JIOKATHLHOU CETH.

O 01N DN B W~

IIpousBoacTBeHHas NpaKTHKa pa3gesa 2. TexHo10rnu aBTOMaTH3aMM TEXHOJIOTHYECKUX NPOLEeCcCcoB

Buabl pador

1. VYcTaHoBKa Ha cepBephl U paboYKe CTAaHIMU: OTIEPAIIMOHHBIE CUCTEMBI U HEOOXOAMMOE JIJIsi pabOThI MPOTPaMMHOE
o0ecrieyeHue.

OcymiecTBieHne KOHPUTYPUPOBAaHUS TPOIrPAaMMHOT0 0OeCTIedeH s Ha cepBepax U pabouuXx CTaHLHUSX.
[Monnepsxka B pabOTOCIOCOOHOM COCTOSIHUU MPOTrpaMMHOE 00EeCTiedeHHe CEpBEPOB M pabOoUMX CTaHLUH.
Peructparnus nonp3oBareseil 10kaJlbHON CETH U IOYTOBOTO CEPBEPA, HA3HAUAET UIEHTU(UKATOPHI U TAPOJIH.
YcraHoBKa IpaB 10CTyIa U KOHTPOJIb UCIIOJIb30BAHUS CETEBBIX PECYPCOB.

ObecrnieueHrie CBOEBPEMEHHOTO KOITMPOBAHUS, ApXUBUPOBAHUS U PE3EPBUPOBAHUS JAHHbBIX.

. [IpunsATHE Mep 11O BOCCTAHOBIEHUIO paOOTOCIIOCOOHOCTH JIOKAIBHOM CETH MPH COOSX MM BBIXO/IE U3 CTPOSi CETEBOTO
000pyIoBaHUs.

8. BrsiBiieHne ommOOK MoJIp30BaTeNeil 1 IporpaMMHOro 00ecriedeHts U IPUHITHE Mep 10 X HCIPABICHHIO.

Nogk~wd
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9. [IpoBeneHrie MOHUTOPHUHTA CETH, Pa3padaThIBaTh MPEAIOKEHHS 10 Pa3BUTHIO HHPPACTPYKTYPHI CETH.

KypcoBoii npoekT (padora)
TemaTnka KypcoBbIX POEKTOB (PadoT)

1. Pa3paboTka cucTeMbl aBTOMaTH3aIMK IPOLIECCca IPOU3BOJICTBA HAa 6a3e MPOMBIIIIIIEHHOTO KOHTPOJLIEPA.

2. Co3manue cHuCTEMBl aBTOMAaTHUECKOTO YNPABICHHUS TEXHOJOTHYECKHMH TIPOIECCaMHd Ha OCHOBE METO/OB
MCKYCCTBEHHOTO MHTEIUICKTA.

3. Pa3zpaboTrka mporpaMMHOro oOecriedeHust JUIsi aBTOMAaTH3allMM Tpolecca COOpKH W3AETH Ha MPOMBIIIJICHHOM
IIPOM3BOJICTBE.

4. UccnenoBanne u BHenpenue texnonoruu RFID (Radio Frequency Identification) mis aBTOMaTu3ammu ydera u
KOHTPOJIS IPOIIECCOB Ha MPOU3BOJICTBE.

5. Co3anue cucTeMbl MOHUTOPUHTA TEXHOJIOTHYECKHX TPOILIECCOB € MCIIOIb30BaHUEM JaTYUKOB U [0 T-TeXHOMOTHiA.

6. Pa3zpaboTka cuCTEMBI aBTOMATHUYECKOTO YIIPABJICHUS SHEPrornoTpeOICHNEM Ha MPOW3BOACTBE JUIS IOBBIILICHUS
3¢ (EKTUBHOCTH ¥ SKOHOMHH 3aTpar.

7. HccnenoBanue M BHEAPEHHE TEXHOJNIOTHMHM 3D-meyaTtdt B MPOM3BOJACTBEHHBIM IMPOIECC C IENbI0 aBTOMAaTH3alMU U
ONITUMH3AIMH TTPOIIECCOB.

8. Pa3paboTka cucTeMbl aBTOMAaTHYECKOTO KOHTPOJIS M YIIPaBJI€HUs] KAY€CTBOM MPOIYKIIMU Ha MIPOU3BOJICTBE.

9. HccnenoBanne u aHAIN3 CYIIECTBYIONINX TEXHOJIOTHI aBTOMATHU3aIINH TEXHOJIOTHYECKUX MPOIIECCOB C IEThI0 BEIOOpa
Haunbosnee 3¢ (HeKTUBHON 1 ONTUMAIBHOM.

10.  Co3pmanue cUCTEMBI aBTOMATH3aIlMH YIPABICHHUS CKJIAJCKAUMH IMPOIECCAMH C HCHOJb30BaHUEM TexHojormid loT u
HCKYCCTBEHHOTO MHTEJUIEKTA.

11.  Pa3paboTka mporpaMMHOTO 0O€CTIeUeHUs AJIsi aBTOMATU3AIINH TEXHOJIOTUIECKHX MTPOIECCOB HA MAJIBIX MPEIPUATHSIX.
12. HccnenoBaHue M BHEAPEHHE CHCTEMbl aBTOMATH3allMM YIPABIECHUS TPOU3BOACTBEHHBIM ILIHMKIOM Ha OCHOBE
npuniunoB LEAN-nipousBocTBa.

13. Co3pmanue cucTeMbl aBTOMAaTW3MPOBAHHOIO YIPAaBIEHUS M KOHTPOJIS TEXHOJIOTMYECKHX IPOIECCOB B CEILCKOM
XO3SICTBE.

14.  Pa3paboTka cHUCTeMbl aBTOMAaTH3allMM Ipollecca TPAHCHOPTUPOBKH TIPYy30B Ha CKJIAAAX U TPOU3BOJICTBE C
MCTIOIB30BaHNEM POOOTOTEXHHKH.

15.  HccnenoBaHue U aHaIU3 CYLIECTBYIOIIUX TEXHOJIOTHI aBTOMATU3allUHU ITPOLECCOB B MAIIMHOCTPOUTEIBHOM OTpaciu ¢

OEJIbIO BBI60pa OIITUMAaIbLHOM JJIL KOHKPETHOI'O MPOMU3BOACTBA.

Pa3nea 3. besonacHocTh ceTeBoii HHPPACTPYKTYPbI

M/IKH.03.03. be3onacHoCTh ceTeBOil MHQPPACTPYKTYPHI

‘ Coaep:xkanue
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Tema 3.1. bBezonmacHocth
KOMIIBIOTEPHBIX ceTei

1. DyHIaMeHTAJbHbIE IPUHUMUIIBI 0€30MACHOM ceTH
CoBpeMeHHBIE YyIPO3bl CETeBOM 0€30MacHOCTH. BUPYCHI, YepBU U TPOSITHCKUE KOHU. METOIIbI
arak.

2. Be3onacHocth ceTeBbIX yeTpoiictB OSI

bezomnacHsiil nocTyn K ycrpoiictBaMm. HazHaueHne aAMUHUCTPATUBHBIX posieii. MOHUTOPHUHT U
ylpaBlieHHe yCcTpoWcTBaMHu. Vcronp3oBaHWE (YHKIMS aBTOMATU3WPOBAHHON HACTPOMKH
0€30MacHOCTH.

3. ABTOpH3aNus, ayTeHTH(PUKALUA U yueT JocTyna (AAA)
CgoiictBa AAA. JlokansHas AAA ayrentudukanus. Server-based AAA
4, Peanu3zanus texuosnoruii opanamay’pa ACL.

Texnonorust Opanamayspa. KontekctHoiii koHTpoib pgoctyna (CBAC). Ilomutuku
Opanmay3pa, OCHOBaHHbIE Ha 30HaX.

S. Peanu3anms TexXHOJI0THI NPeIOTBPALLeHUs] BTOP/KEHUS
IPS Texnonoruu. IPS curnarypsl. Peanuzanus IPS. Ilposepka u Mmonutopusr IPS

6. Be3onacHocTh JI0OKaJBLHOI ceTH

Obecnieyenre  0€30IaCHOCTU  IOJIb30BATENIbCKUX  KOMIIbIOTepoB. CooOpakeHus 10
6e3omacHoctu Broporo ypoBHs (Layer-2). Kondurypauus 6e30macHOCTH BTOPOTO YPOBHS.
bezonacHocTs 6ecipoBoanbIX ceTeit, VOoIP u SAN

7. Kpunrtorpajguueckue cucreMsbl

Kpunrorpadpuueckue CEpPBUCHIL. bazoBas LIEJIOCTHOCTD 51 ayTEeHTUYHOCTb.
Kondunennmanpaocts. Kpunrorpadus oTKpHITHIX KITFOYEH

8. Peanmun3anusa rexnosoruii VPN

VPN. GRE VPN. Komnonents u ¢yukiuonuposanue [IPSec VPN. Peanuzauus Site-to-site
IPSec VPN c ucnone3oBanuem CLI. Peamusanus Site-to-site [PSec VPN ¢ ucrnons3oBanuem
CCP. Peanusammsa Remote-access VPN

9. YnpasieHue 0e301aCHOM CeTbIO

[IpuHnumbl  GE30MacCHOCTH CETeBOro Ju3aifiHa. be3omacHas apXuTeKTypa. YIpaBieHUe
mporeccaMu U 0e30MmacHOCTh. TecTupoBaHue ceTH Ha YsI3BUMOCTH. HempeprIBHOCTE OH3HECa,
MJJAHUPOBAHUE BOCCTAHOBJICHUSI AaBApUUHBIX cHUTyaluui. JKW3HEHHBIA I[MKI CETH |
riaHupoBanue. PazpaboTka pernmaMeHToB KOMIAaHUH U MOJUTHK O€30MMaCHOCTH.

10. Be3onacHocTh 00/ 12YHBIX BHIYHUCJICHUM
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OcobeHHoCcTH 6€30IaCHOCTH OOJNAaYHBIX BBIYMCIEHHUN, PUCKU M yrpo3bl. 3aluTa OT arak B
001a4HOM cpezie, UCIOIb30BAHUE MEXaHU3MOB KOHTPOJISI JOCTyIla, MOHUTOPUHIA U ayAuTa, a
TaKKe METO/I0B KpUNTorpaduuecKkoi 3aluThl JaHHbIX.

11. MexceTeBasi 0€30I1aCHOCTD

Mertonel  oOecriedeHUs OE30IACHOCTH B3aUMOICUCTBHS MEXAY pPa3IUYHBIMH CETSIMHU.
PeaJmsaumI TGXHOHOFI/If/’I MaleIp}ITI/IBaHI/II/I X IUIK030B, UCIIOJIB30BaHHUC MCKCCTCBBIX 3KpaHOB,
TEXHOJIOTUH BUPTYaJIbHBIX JIOKAJIbHBIX CETCH.

12. Be3onacHocTh BeO-NPUIIOAKEHHIT 1 MOOMJIbHBIX YCTPOIHCTB

Oco6eHHOCTH YA3BUMOCTEH BEO-IIPUIIOAKEHNH, METO/IbI UX JKCIUIyaTallluM, a TaKKe CpPelCTBa
3amuTel.  Pa3zpaboTka  Oe3omacHbIX — BEO-NIPUIIOKCHMH,  HCIOJIB30BAaHME  METOJOB
aBTOMAaTHUYECKOIO TECTHPOBAHUS U  YA3BUMOCTH. YTrpo3bl 0€30HaCHOCTH MOOMIIBHBIX
YCTPOMCTB, METO/IbI 3aLIUTHI OT BPEIOHOCHBIX IIPOrpaMM, 3allUTa JAHHBIX 1 KOMMYHHKAIU,
a Takke 0€30MacHOE UCTOIb30BaHHE MOOMIIBHBIX YCTPOMCTB.

13. 3amuTa oT couAaIbLHON HHKEHEPUH
MeTozb! COIMaIbHON HHKEHEPUH, OITACHOCTH, CBSA3aHHBIE C OAICIIKON U MAaHUITYTUPOBaHHEM
JaHHBIMH, a TaKXKE€ MCTOABI 3allIUTHI U O6y‘-IeHI/Iﬂ nepcoHala.

B TOM 4mMc/Ie NTpaAaKTHYECKUX 3aHSATHII U J1a00paTOPHBIX padoT

[IpaxTnueckoe 3anstue 1. ConuanbHas HHXEHEPHS

HpaKTI/IquKOC 3aHsTHE 2. HccnenoBaHue CeTeBBIX aTak U HHCTPYMCHTOB IIPOBCPKU 3aIUTHI
CE€TH

[MpakTrueckoe 3anstue 3. Hactpoiika 6e30nmacHOro 1ocTymna K MapipyTH3aTopy

[TpakTueckoe 3anstue 4. ObecredeHrne aIMUHUCTpaTUBHOTO AocTyna AAA u cepBepa Radius

[Tpaktuueckoe 3anstue 5. HacTpoiika moauTuKu 0€30MacHOCTH OpaHIMayIpOB

IIpakTueckoe 3ansaTue 6. Hactpoiika cucreMsl npenoTBpaieHus Brop:xxenuil (IPS)

[IpaxTrueckoe 3anstie 7. Hactpoiika 6e30macHOCTH Ha BTOPOM YPOBHE HAa KOMMYTAaTopax

HpaKTI/IquKOC 3aHsgTHe 8. HccnenoBanue METOIOB I_HI/I(I)pOBaHI/IH

[Tpaktueckoe 3anstue 9. Hactpoiika Site-to-SiteVPN wucmonb3ys uHTEpdeic KOMaHTHOM
CTPOKH
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[Ipaktuueckoe 3ansatue 10. basoBas HacTpoiika mnumto3a Oe3omacHocTn ASA u HacTpoika
OpaHMay3pOB HCIIONIB3YS HHTEPEHC KOMaHIHON CTPOKHU

[Ipaktnueckoe 3anarue 11. bazoBas HacTpoiika mnuro3a Oe3omacHocTH ASA W HacTporka
OpanmMay3poB ucnoisb3yss ASDM

[IpakTrueckoe 3anstue 12. Hactpoiika Site-to-Site VPN ¢ omHO#M cTOpOHBI Ha MapIIPYTHU3aTOPE
UCTIONB3ys HHTep(deic KOMAaHIHOW CTPOKHM M C JAPYrodl CTOPOHBI HCIONB3ys ILII03
6e3onacHocT ASA nocpenctsom ASDM

[MpakTuaeckoe 3anstue 13. HacrpoiikaClientless Remote Access SSL VPNs ucnons3ys ASDM

IIpaktnueckoe 3ansatue 14. Hacrpoitka AnyConnect Remote Access SSL VPN ucnonssys

[IpakTuueckoe 3ansatue 15. KommnekcHas naboparopHas padorta o 6e30nacHOCTH

Tema 3.2. O0ecnieuenue
ceTeBoi 0e30MaCHOCTH

Conep:xkanue

1. Opranu3zanys 3alUIIeHHBIX KaHAJI0B [Iepelaun JAHHbIX Ul 00beIUHEHUS
TEPPUTOPUAIIBHO paclpeielIeHHbIX O(HCOB B O/IHY CETb.

2. MexaHu3Mbl IUPPOBAHUS U ayTeHTU(HUKAINH [T 00ECTIEYCHNUS 3aIIUIICHHOTO
YAAJIEHHOTO JOCTYIA K KOPIOPAaTUBHBIM HH()OPMALIMOHHBIM PECYPCaM U CEPBUCAM.

3. Hcnonb3oBanue GpaepBosioB U MEKCETEBBIX IKPAHOB JJIs1 KOMITJIEKCHON 3alUThI
KOpPIIOPAaTUBHOMN CETH OT HECAHKIIMOHMPOBAHHOI'O 1OCTyna yepe3 MHTepHeT.

4. AHanu3 coaepKUMoro Tpaduka U KOHTPOJIb NPUIIOKEHUN U TI0JIb30BaTeIe! B
cucreMax 0e30MaCHOCTH CeTH.

S, MeTtoabl MUHUMM3AI[UN PUCKOB BHEpeHUs BpenoHocHoro 110 uepe3 orpannuenue
OIAaCHBIX KOMMYHHUKAIIUH B MyOJIMYHBIX CETAX.

6. BBenenue cucteMbl 0OHapyKEHUS U MPEAOTBPALLIEHUS] CETEBBIX BTOPKEHHIA.

7. TexHoMOrMM UCIIONIb30BaHUS BUPTYalbHBIX YacTHBIX ceTeit (VPN) ans obecnieuenus
0€30MacHOT0 yIaJIeHHOTO JOCTYIA.

8. Hcnonb3oBaHue cUCTEMBI YIIPABIEHUS JOCTYIIOM JUIsl KOHTPOJISL JOCTyMa K
KOPIIOPAaTUBHOMN CETH.

9. Ob6ecneuenue 6e3onacHoctn Wi-Fi-cereit.

10.  Peanmzanus mep no obecrieueHuto 6€30MacHOCTH IEKTPOHHOM MOYTHl B

KOPIOPATUBHOM CETH.
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11.  3amwra ot arak tumna "gumumHr".

12.  IlpumeHeHHE aHTHBHUPYCHOTO MPOTPAMMHOI0 00eCIIeUeHHs I 3alIUThI OT BUPYCOB U
JPYTHX BPEOHOCHBIX ITPOTPAMM.
13.  Hcnonb3oBaHHe CUCTEM OOHAPYKEHUS BTOPKEHUH JJIs1 pAHHETO OOHAPYKEHUS U

peOTBpPaAIeHHs yTpo3 0€30MaCHOCTH.

14. 3ammra ot DDoS-arak.

15.  Peanuzamnus mMep mo obecnedeHnio 6€30MacHOCTH MOOUIIBHBIX YCTPONCTB,
HCTIOJIb3YEMBIX B KOPIIOPATHBHOM CETH.

16.  3ammra OT BHYTPEHHUX Yrpo3 0€30MacHOCTH.

17. ObecnieueHne 6€30MaCHOCTH OOIAYHBIX CEPBUCOB.

18.  OpraHuzanys MOHUTOPHUHTA CETEBOI O0E30MACHOCTH U ayIUTa.

19.  BBemeHue CHCTEMbI KOHTPOJIS IIETOCTHOCTH (aiIOB IS 3alIUTHI OT U3MEHEHUS WIN
BHE/IPEHUS BPEJOHOCHBIX POTPaMM B (ailJIoBbIE CHCTEMBI.

20.  IIpumeHeHHE METONOB MK(PPOBAHUS JAHHBIX JUIS 3aIIUTHI OT HECAHKIITHOHUPOBAHHOTO

JocTyna K KoH(UIeHIMaIbHON HHPOpMalKH.

B ToM 4nciie IPAKTHYECKUX 3aHATHI U JIA00PAaTOPHBIX padoT

[Ipaktnueckoe 3anstue 1. Hactpoiika VPN-TyHHenell [uisi opraHu3anuy 3allldIICHHBIX
KaHAJIOB Nepeladl JaHHBIX MEXY TEPPUTOPHAIIBHO PACHIpeeICHHBIMU O(HCAMHU.

[IpakTueckoe 3anstue 2. Pabora ¢ MexaHu3MamMM HMIM(PPOBAHUS U AyTCHTHUPHUKALUH IS
oOecriedeHrss 0€30MaCHOTO YAAJEHHOTO JOCTyNa K KOPIOPaTHBHBIM HH(OPMALMOHHBIM
pecypcaM U CepBUCAM.

[IpakTueckoe 3anstue 3. Hactpoiika U ucnonab3oBaHue (PaepBOIOB U MEKCETEBBIX 3KPAHOB
JUIsI KOMIUIEKCHOM 3aIllUThl KOPIIOPAaTUBHOM CETH OT HECAaHKIIMOHMPOBAHHOIO JOCTYyIA 4epe3
WNurtepHer.

[IpakTuyeckoe 3aHATHE 4. AHAINW3 COAECPKUMOro Tpaduka M KOHTPOJb MPHIOKEHUHA U
NOJb30BaTENel B cHUCTEMax O€30MaCHOCTU CETH C HCIOJIB30BaHMEM IPOrPAMMHOIO
o0ecreyeHus A1 MOHUTOPUHTA U OOHAPYKEHHsI yTPO3.

[IpakTnueckoe 3ansTHe 5. PazpaboTka v BHEApEHHE MEP [0 MUHUMM3AIMN PUCKOB BHEPEHUS
BpenoHocHoro [10 depe3 orpaHrueHHe OMACHBIX KOMMYHUKAIMH B MyOJMYHBIX CETSX.
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[Ipaktnueckoe 3anstue 6. Hacrtpoilka u pabora ¢ cuUcTeMaMd OOHapyKEHHS U
MPEIOTBPAIICHHS CETEBBIX BTOPKCHUI JIJIST paHHETO OOHAPY)KEHUS U MPEAOTBPAILCHUST YTPO3
0€301acHOCTH.

[IpaxTueckoe 3anarue 7. Hactpoiika u ncnonb30BaHUE BUPTYyalbHbIX yacTHbIX ceTeil (VPN)
Juis obecriedeHus1 Oe30M1aCHOrO yNaJIeHHOro JOCTyNa K KOPHOpPaTUBHBIM MH(OPMAalLlMOHHBIM
pecypcam U CepBUCaM.

[IpakTueckoe 3ansatue 8. Hacrpoiika u pabora ¢ cucTeMamH YyNpaBI€HUS JOCTYIOM ISt
KOHTPOJIS I0CTYIa K KOPIIOPAaTUBHOW CETH.

[IpakTueckoe 3anarue 9. Obecneuenue 6e3onacuoctu Wi-Fi-ceTeii: HacTpoiika 6e30macHbIX
TOYEK JIOCTYTIa, UCIOJIb30BAHNE CETEBOW ayTeHTHU(UKAIMK, mH(poBaHUs TpaduKa U APYTUX
METOJIOB.

[IpakTueckoe 3anstue 10. PazpaboTka u BHeApeHHE Mep IO 00ecreyeHn0 0e30MacHOCTU
AIIEKTPOHHOM MOYTHI B KOPHOPATUBHOM CETU: HACTPOMKA aHTUBUPYCHOTO MPOTPaAMMHOTO
obecrieueHurs, MPOBEpPKa HAa HAJIMYME BPEIOHOCHBIX BIIOKEHHM, OOydeHUE IMOJIb30BaTeIeh
OCHOBaM 0€30MaCHOCTH JIEKTPOHHOMN MOYTHI.

[Ipaktuueckoe 3ansTue 11. OOydeHHe MOIB30BATENSIM OCHOBAM 3alllUTHl OT araK THUIIA
"burmmHr".

[IpakTueckoe 3ansatue 12. PaGora ¢ aHTUBHPYCHBIM NPOTPAaMMHBIM OOECIIEUEHHEM IS
3alUTHI OT BUPYCOB M JPYTHX BPEIOHOCHBIX NMPOrpaMM: YCTAaHOBKA, HACTPOIKa, OOHOBIIEHHUE
0a3bl JaHHBIX, CKAHWPOBAHUE U YJAJIEHUE BPEIOHOCHBIX MPOTPAMM.

[IpaxTueckoe 3ansatue 13. HacTpoiika n Mcronb30BaHuE CUCTEM OOHApPYKEHHUS BTOPKEHUU
JUIS paHHEro0 0OHApyXEeHMs U MPeIOTBpaIlleHHs yIpo3 0€30MacHOCTH.

[Tpaktuueckoe 3anstue 14. HacTpoiika U UCTONB30BaHNE MEKCETEBBIX SKPAHOB U (haepBOJIOB
JUIsl o0ecriedyeHNs] KOMIUIEKCHON 3allUuThl KOPIMOPATUBHONW CETH OT HECAHKIIMOHUPOBAHHOTO
nocryna yepes MHTepHer.

IIpakTueckoe 3aHsTHe 15. BHenpeHue cucTemsl ynpaBiI€HHsS IOCTYIIOM JUIsl KOHTPOJIA
JocTyna K KOpPIOPaTMBHOW CETH: HAcTpOMKa MpaBWJI JOCTyHa, ayTeHTU(UKalus
I0JIb30BATEIIEH, YIIPABICHUE IPUBUIICTUSIMU.

[IpakTueckoe 3ansaTue 16. Mcnonb3oBaHne TEXHOIOTUN BUPTYaIbHBIX YacTHBIX ceTeil (VPN)
Juis obecrieueHust 0€30IacHOTO YJAJIEHHOTO JOCTyIa: HacTpoiika M ymnpaieHue VPN-
TYHHEJISIMH, 3alllUTa JAHHBIX, MapIIpyTH3aus Tpaduka.
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[Ipaktnueckoe 3anstue 17.00ecneuenue Oe3omacHocT Wi-Fi-ceTeit: HacTtpoiika w
yIpaBiIeHHe OECIIPOBOHBIMH TOYKAMU JIOCTYIIA, 3allUTa CETEBOTO Tpaduka, ayTeHTUDUKAIHS
10JIb30BaTeICH.

[IpakTnueckoe 3anstue 18. 3ammra or DDoS-arak: ucnosnp3oBaHue crelUaln3MpOBaHHbBIX
cpenctB 3amuThl 0T DDoS-arak, HacTpoiika MapuipyTusanuu Tpadhruka, MOHUTOPUHT CETEBOM
AKTUBHOCTH.

IIpaktuyeckoe 3ansatue 19. Peanuzanus mep mo obecredyeHUI0 0€30MaCHOCTH MOOMIIBHBIX
YCTPONCTB, MCIIOJIb3YEMbIX B KOPIIOPATHBHOI CETH: HACTPOHKA MOJIUTUK O€30MacCHOCTH IS
MOOWIBHBIX YCTPOWCTB, yNpaBJIEHUE YCTPOMCTBAMU M NPUIOKEHUSIMM, 3aIlUTa JaHHBIX HA
YCTPONCTBAX.

[Ipaktueckoe 3anstue 20. ObecrneyeHune ©0€30MaCHOCTH OONIAYHBIX CEPBHCOB: BBHIOOD
HAJCKHBIX IPOBaiJIepOB  OOJIAYHBIX CEPBUCOB, HACTpOlkKa MpaBUJI JOCTyNa U
ayTeHTHU(QUKAIMK, (P POBAHUE NaHHBIX, MOHUTOPUHT aKTUBHOCTHU B O0JIAUHBIX CEPBHCAX.

IIpumepHasi TeMATHKa caMOCTOSITeIbHOM y4eOHOM padoThl Npy n3ydeHuu pasaedaa 3. bezonacHocTs ceTeBoit
UHPPACTPYKTYPHI

Cucremarnueckasi mpopaboTKa KOHCIIEKTOB 3aHATHN, YI€OHOH M CIIEIMAIbHON TEXHUYECKOH JTUTEeparypsl (110 BOIpocam K
naparpadgam, raBaM y4eOHBIX 10COOMI, cocTaBlIeHHBIM Ipenoaasarenem). IloarotoBka k 1abopatopHbIM paboTaM ¢
HCIOJIb30BaHUEM METOIMYECKUX PEKOMEHAIM Mpernoaasaress, opopMiieHHe 1a00paTOPHBIX pabOT, OTYETOB U MOATOTOBKA
K UX 3allHUTe.

TemaTuka 1oManIHUX 3aJaHUH, CO001IeHN, pedepaToB:

1. CpaBHEHHUE M aHAJIN3 PA3JIMYHbIX TUIIOB 3aIUTHBIX MEXaHU3MOB JJIsl CETEBOM MHPPACTPYKTYPHI.

2. Pa3paborka miaHa mMep 1Mo MHUHHMMU3AllMM PUCKOB BHEApEHHUs BpenoHocHoro I1O B kopmopaTHBHYIO CETh 4epes
OrpaHUYEHHUE OMACHBIX KOMMYHHMKALIUN B IyOIMYHBIX CETSIX.

3. UccnenoBanne NpuUHIMIOB pabOThl M HACTPOMKAa CHUCTEMBbl YIPABICHHS JOCTYIIOM JUIsi KOHTPOJS JOCTyNa K
KOPIIOPaTUBHOW CETH.

4. AHann3 IPUHLKIIOB pabOThl U HACTPONKA CUCTEMBI OOHAPYKEHUS U TPEJOTBPAILIEHUS CETEBBIX BTOPKEHUI.

5. HccnenoBanue npuHIMIIOB pPaOOTHI M HACTPOHKA CUCTEMbI KOHTPOJIS LIETIOCTHOCTH (DaidiioB JUIs 3aIIUTHI OT U3MEHEHHUS
WM BHEJIPEHUSI BPEOHOCHBIX MPOrpaMM B (paiiyioBble CUCTEMBI.

6. HccnenoBanue NpuHIMIIOB pabOTHl M HACTPOIKa CHCTEMbl MOHUTOPUHTA CETEBOM O€30MaCHOCTH U ayAHTa.

7. AHanu3 ocHOBHBIX TunoB DDoS-arak u pazpaboTka Mep MO 3aluTe OT HUX.

8. HccnenoBanue NpuHIMIIOB pabOTH M HACTPOIKA 3alIUTHI OT BHYTPEHHHUX YTPO3 0€30MacHOCTH.

9. HccnenoBanne npuHIKIIOB pabOTHI M HaCTpoOiika obecrnieuenust 6e3omacnoctu Wi-Fi-cereii.

10.  HccnenoBaHue NpUHIMIIOB pabOThI U HACTPOWKA CHCTEMbl OOHAPYKEHUS U MPEIOTBpAIlleHHs aTak Tuna "¢GuimuHr".
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11.  HccnenoBaHue MPUHIMIIOB paOOTHl M HACTPOMKA 3alIUTHI OT BPEIOHOCHBIX MPOrpaMM Ha MOOWJIBHBIX YCTPOMCTBAX,
HCIOJIb3YEMBIX B KOPIIOPAaTUBHOM CETH.

12. AHanu3 NpUHIMIIOB pabOTHI M HACTPOHKA CUCTEMbI 00ecTIieueHUsT 0€30MaCHOCTH 00JIauHbIX CEPBHUCOB.

13.  HccnemoBanume MNPUHLMIIOB pabOTBI M HACTPOWKAa CHCTEM MIHQPPOBaHMUA JAHHBIX U 3aAIIUTBL  OT
HECAHKI[HOHUPOBAHHOTO JOCTYIA K KOHPHICHIIMATHLHON HH(DOpMAIIHH.

14.  Pa3paboTka 1 MpOBEACHUE CLICHAPUEB TECTUPOBAHMS OE30MIACHOCTH CETEBON MHPPACTPYKTYPHI.

15.  Amnanu3 ciiyyaeB HapylIeHHUs1 0€30IIaCHOCTH CETEBON HHMPACTPYKTYPHI M pa3padOTKa Mep 10 UX MPEIOTBPAICHHIO.
16.  CocraBneHue oT4eTa O Mepax IO OOECHEUeHHIO Oe30MacCHOCTH CETeBOW HH(PACTPYKTYpPhl M PEKOMEHIAIMH IO
YIYUIICHHIO.

17.  CpaBHeHHe U aHAJIW3 PEUMYIIECTB M HEJJOCTATKOB PA3JIMYHBIX METOJIOB 3alllMThI OT BHEITHUX YIrpo3 0€30MacHOCTH.

YueOHas npakTuka pasaesia 2 be3omacHocTs ceTeBol HHGPACTPYKTYpPhI

Buabl pador

1. Ananu3 comepskuMoro Tpaduka i KOHTPOJIb MPUIIOKEHUH U TI0JIb30BaTEICH B CHCTEMaX 0C30MacHOCTH CETH.

2. Opranu3anus 3alUIICHHBIX KaHAJIOB MIepelau JaHHBIX IS O0bETMHECHUS TEPPUTOPHAILHO PACTIPEICIICHHBIX O(HCOB B
OJIHY CETh

3. Obecnieuenue 6e3onacuoctu Wi-Fi-ceTeii.

4. Peanu3anius Mep 1o 00ecreueHro 0€30IaCHOCTH JIEKTPOHHOM MOYTHI B KOPIOPATUBHOM CETH.

5. 3ammTa ot atak Tumna "guimuHr".

6. ObecrieueHre ceTeBOM OC30IMaCHOCTH

IIpousBoacTBeHHas npakTHka pas3geia Ne 3 bezonacHocTh ceTeBoii HHPPacCTPYKTYphI

Buabl pador

1. O6ecnieueHue cereBoil 0€30MacHOCTH (3aLIUTY OT HECAHKIIMOHMPOBAHHOI'O 1OCTyNa K MH(GOPMaLUU, IPOCMOTpa WU
M3MEHEHHUs CUCTEMHBIX (DaiijIoB M TaHHBIX ), 0€30MaCHOCTh MEKCETEBOTO B3aUMO/ICHCTBHUSI.

2. OcyuiecTBiI€HHE aHTUBUPYCHON 3aIIUTHI JTOKAJIbHOM BHIYMCIUTENBHOM CETH, CepBEPOB U pabOUnX CTaHLIUH.

3. JIOKyMEHTHPOBAHHE BCEX NPOU3BENCHHBIX JEMCTBUM.

KypcoBoii npoekT (paGora)
TemaTHka KypcOBBIX IPOEKTOB (PadoT)

1. AHanu3 ysa3BUMOCTEN ceTeBOM MH(PACTPYKTYphl IPEANPUITUS U pa3paboTKa I1aHa obecrieueHns 0e30MacHOCTH.

2. Pa3paboTtka u BHepEeHUE CUCTEMbI OOHAPYKEHHSI U IPEAOTBPAIIEHHUS CETEBBIX BTOPKEHUH.

3. HccnenoBanue u aHaau3 METOA0B MUHUMU3ALIMK PUCKOB BHeIpeHUs! BpeaoHocHOro 110 uepe3 orpaHnyeHre onacHbIX
KOMMYHUKAIUH B TyOJUYHBIX CETAX.

4. [IpoexTupoBanue u peanuzanus 3amuTel 0T DDoS-arak B KOpIopaTuBHOM CETH.

S. Ananu3 3pPeKTUBHOCTH UCIOIb30BAaHH MEKCETEBBIX IKPAHOB JUIsl KOMIUIEKCHOW 3alUThl KOPHOPATUBHON CETH OT
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HECaHKIMOHUPOBAHHOTO J0CTyMa yepe3 MHTepHeT.

6. Pa3paboTtka cucTeMsl yrpaBieHHs JOCTYIIOM Uil KOHTPOJIS JOCTYIa K KOPIIOPAaTUBHOM CETH.

7. HccnenoBanne u pa3zpaboTka Mep MO oOecredeHHro 0e30MacHOCTH MOOMIIBHBIX YCTPOWCTB, HCIIONB3YEMBIX B
KOPIIOPATUBHOM CETH.

8. [IpoekTupoBanue U BHEAPEHUE CUCTEMBI MOHUTOPHUHTA CETEBOI O€30MIaCHOCTHU U ayAnTa.

9. Amnanu3 u pa3paboTKa METOIOB UCIIOJIb30BaHMS BUPTYaJIbHBIX 4acTHBIX cereil (VPN) st obecrieuenus: 6e30macHoro
YIaJIEHHOTO JIOCTYIIA.

10.  Pa3pabotka u BHeJpeHHE Mep M0 00ecTedeHHIO 0€30MacHOCTH 00JauYHbIX CEPBUCOB.

11.  HccnenmoBaHue M aHAJIU3 METOJIOB 3aIIUTHI OT BHYTPEHHHUX Yrpo3 0€301MacHOCTH.

12. Pa3paboTka M BHEIpEHHE CHCTEMBI KOHTPOJS LEIOCTHOCTH (DaiyioB Ui 3alIMTHl OT M3MEHEHMS WM BHEIPCHHUS
BPEIOHOCHBIX MTPOrpamMM B (hailIOBBIE CHCTEMBI.

13. [IpoekTupoBaHue M peanu3amus CUCTeMbI 3amuThl Wi-Fi-ceTeid.

14.  Ananu3 copepkumoro Tpaduka 1 KOHTPOJIb IPUIIOKEHUH 1 TIOJIb30BaTesel B cCcTeMax 0e30MacHOCTH CETH.

15.  Pa3paboTka 1 BHeapeHHE MEXaHU3MOB MIN(POBAHUS U ayTeHTH(OUKAIMY JUIs1 00SCIIeYeHHs 3aIIUIIEHHOTO YIaJICHHOTO
J0CTyTA K KOPIIOPATUBHBIM WH(POPMALIMOHHBIM PECypcaM U CEPBHUCAM.

16. HccnenoBanue u pa3paboTKa Mep 110 3alIuTe OT aTak Tura "GuimmHr".

17.  Pa3paboTka ¥ BHEAPEHHE MEXaHMU3MOB 3alIUTHI OT BUPYCOB M JPYTUX BPEIOHOCHBIX IIPOTPAMM.

18.  Ananu3 >(QQEeKTHUBHOCTH HCHOJb30BAHUS CHUCTEMbl OOHAPY)KEHHUS BTOPXKEHUH MJs1 paHHEro OOHApyXeHUs U
PEIOTBPAIICHHUs YIpo3 0€301MacHOCTH.

Bcero:

[To xaxxaoMy paszieny yKa3bIBarOTCS MEKIUCIUIUIMHAPHBIE KYPChl U COOTBETCTBYIOLIUE TeMbl. 110 ka0l TeMe OnmuchIBaeTCs Cojep:kaHue y4yeOHOro
Marepuana (B AMJAKTHUECKUX €JUHUIAX), HAaUMEHOBaHHS HEOOXOAMMBIX JIaOOPAaTOPHBIX pPAa0OT, MPAKTHUECKUX M HUHBIX 3aHATUH. Temaruka
CaMOCTOSITENIbHON paboThl MOXKET MPUBOJUTHCS 10 BHIOOPY pa3paOOTUMKOB MO pa3leily WM 10 TeME, IIPH YCIOBUU HEOOXOIMMOCTH BbIIEICHUS 4acTU
Harpy3ku Ui CaMOCTOSITEIbHOIO OCBOEHMS, €CIIM Takue BUJbI pabOT He SBISAIOTCS 00S3aTeIbHBIMH, CaMOCTOSTENIbHbIE PAaOOTHl HE YKa3bIBAOTCS.
[Tompo6HO mepeuncistoTcss BUAbl paboOT yuyeOHOW M (MiIM) NMPOU3BOACTBEHHOM MpakTHKU. Eciu mo mpodeccuoHanibHOMY MOIYIIO HPETyCMOTPEHBI
KypCOBbIe TPOEKTHl (paboThl), MPUBOIAATCS UX TEMBI, YKA3bIBAE€TCS COJEpXKaHME O0A3aTeNIbHBIX YUEOHBIX 3aHATUH M CaMOCTOSTEIbHOH palboThI

00yJaroImxcsl.
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3. YCJIOBUSA PEAJIMBALIMU ITPOPECCHOHAJIBHOI'O MO YJIA

3.1. lns peaau3anum nporpaMmsl nNpo¢heccCHoOHAJIBLHOT0 MOXYJIsl JOJIKHBI ObITH
NMPeIyCMOTPEHBI CJIeAyoHe ClieHaabHbIe IOMeIeHHUs:

Jlaboparopun «MHDOPMAIMOHHBIX TEXHONOTUIY», «HampaBisommMX CHCTEM» OCHAICHHBIC B
COOTBETCTBHH C II. 6.1.2.3 mpumepHOii 00pazoBaTenbHOM MporpaMMel 1o creruaabHoctu 09.02.06
CereBoe M CUCTEMHOE aIMUHUCTPUPOBAHHUE.

Macrepckue «MoHTaxXa M HACTPOMKH OOBEKTOB ceTeBoM HHGpACTpyKTyphl, «PemoHTa 1
00CTyKMBaHUS yCTPOUCTB MH(POKOMMYHHKAIIMOHHBIX CHCTEM» OCHAICHHBIC B COOTBETCTBUU C II.
6.1.2.4. mpumepHoii oOpaszoBarenbHOW mporpamMmbl 1o crneruaibHocTH 09.02.06 CereBoe u
CUCTEMHOE aJIMUHUCTPUPOBAHUE.

OcHarieHHbIe 6a3bI TPAKTUKH, B COOTBETCTBHH C 11 6.1.2.5 mpuMepHOit 00pa3oBaTeIbHON TPOrpaMMbI
no crieuanbHocty 09.02.06 CeTeBoe U CUCTEMHOE aAMUHUCTPUPOBAHUE.

3.2. UnpopmanuoHHOe obecnieyeHre peaau3alii NPporpaMMbl

Jliia peanu3anuu nmporpaMMbl OMOIHOTeYHBINH (OH 00pa30BaTeIbHON OPraHU3AlMH T0JKEH UMETh
TieyaTHbIC W/WJIH SIIEKTPOHHBIE 00pa3oBaTeIbHbIE M HHPOPMAIIHOHHBIE PECYPCHI, LIS HCIIOJIH30BAHUS
B oOpasoBareiabHOM mporecce. Ilpu dopmupoBanun OubarMoredHoro (oHga oOpa30BaTCIbHOU
OpraHu3aliy BBIOMPAETCS HE MEHEe OJHOTO M3/IaHUS U3 MEePEUHCICHHBIX HUXKE MEYaTHBIX M3aHUN
U (WIIK) 3IEKTPOHHBIX HU3JIaHUN B KaueCTBE OCHOBHOTO, MPH 3TOM CIIMCOK MOXET OBITh JOIMOJIHEH
HOBBIMHU U3JJaHUSIMHU.

3.2.1. OcHOBHbIE eYATHbIE U3IAHUSA
1. Hazapog, A. B. Dkcrutyaranust 00beKTOB ceTeBOi HHPpacTpyKTyphl: yueOHuk / A.B. Hazapos,
A.H. Enransrues, B.I1. MensaukoB. — Mocksa: KYPC: UH®PA-M, 2023. — 360 c. — (Cpennee

npodeccuoHanbHoe oopazoBanue). - ISBN 978-5-906923-06-6. - Tekct: anektpoHHbIi. - URL:

2. lllanbrun, B.®. MadopmalonHas 6e30MacHOCTh KOMIBIOTEPHBIX CUCTEM H CeTei: yueOHoe
nocobue/ B.®. [llanbrun. — M.: U]l «®OPYM» - UHDPA-M, 2023. — 416 c.

3.2.2. OcHOBHBIE JJ1eKTPOHHbIE U31AHUSA

Hazapos, A. B. Dkcrmyaranus 00beKTOB ceTeBOM HH(PPACTPYKTYphl [ DNEeKTpOHHBIH pecypc]:
yueOnuk / A. B. Hazapos, A. H. Enransiues, B. I1. MensuukoB. — M.: KYPC; UHOPA-M, 2020. —
360 c. —Pexxum nocryna:

lanbrun, B. ®©. MHpopmalimonHas 0€30MacHOCTh KOMIBIOTEPHBIX CUCTEM U ceTell [ DIeKTPOHHBIN
pecypc]: yuebnoe nmocodbue / B. ®@. lllanbrun. — M.: DOPYM: UHDOPA-M, 2021. — 416 c. Pexxum
nocryna: https://znanium.com/catalog/product/1189327

B npumepHoil nporpamme NpuBOJUTCS MEPEUYEHb EUYaTHBIX U/UIU 3JIEKTPOHHBIX 00pa30BaTEIbHbBIX
U3aHUH NI HCHIOJIb30BaHUS B 00pa30BaTeIbHOM IMpoliecce. DIEKTPOHHbBIE pecypehl (He yueOHble
W3JIaHUs) YKa3bIBAIOTCS B JIONOJHUTENIBHBIX UCTOUHUKAX.

Criucku nuteparypsl opopmirsitores B andasutHoM nopsike B coorBerctBuu ¢ 'OCT P 7.0.100—
2018 «bubnmorpaduueckas 3anuck. budbnmorpadudeckoe onucanue. O0ume TpeOOBaHUS U
npaBuia coctaBiaeHus» (yTB. mpukazoM Ne 1050-ct ®PenepaabHOro areHTCTBA MO0 TEXHUYECKOMY
peryaupoBanuto u merponoruu (Poccrangaprom) ot 03 nexabpst 2018 roxga).

JlonoTHUTeIbHbIe HCTOYHUKH (ITPU HEOOXOTUMOCTH)

4. KOHTPOJIb 1 OHEHKA PE3VJIBTATOB OCBOEHMUAA
MNPO®ECCHUOHAJIBHOI'O MOAYJIA
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Kon n maumenoBanue 11K u OK,
(bopMHUpYEMBIX B paMKax
MOy

Kpurepun oneHkn

MeTtonabl OLEHKH

[IK 3.1 OcymiecTBasTh
NPOEKTHUPOBAHUE CETEBOU

UHPPACTPYKTYPHI

IIK 3.2. O6cmyxuBaTh CETEBBIC
KOH(UTYpaIuy MporpaMMHO-
anmnapaTHbIX CPECTB

1K 3.3. OcymiecTBiATh 3alUTY
UH(OpPMALIUH B CETHU C
UCTIOJIb30BaHHEM IIPOTPAMMHO-
anmapaTHbIX CPEACTB

[1K 3.4. OcymiecTBasiTh
yYCTpaHEHUE HETUITMYHBIX
HEUCHpaBHOCTEH B paboTe
ceTeBOil MHQPACTPYKTYPhI

[IK 3.5. MoaepHu3upoBaTh
CETEBbIE YCTPOMCTBA
nH(}OpPMAITMOHHO-
KOMMYHUKAITUOHHBIX CUCTEM

Ornpenenenue
poeCCHOHALHOM
3aJlau ¥ 3TAIoB €€
BBITTOJTHEHHS
DddexTuBHBINA TOUCK
nHpopmaIuu 1is
perieHusI
poeCCHOHATLHOM
3a/1aun

Onpenenenue pecypcoB
JUTSL PELICHUS
poeCCHOHATLHOM
3a/1auu

OI1eHKA «OTIMYHO -
TEXHUYECKOE 3aJJaHUE
MIPOaHAU3UPOBAHO,
aITOPUTM pa3zpaboTaH,
COOTBETCTBYET
TEXHUYECKOMY 33JJaHHIO U
oopMIIeH B COOTBETCTBHH
CO CTaHJapTaMH,
MOSICHEHBI €T0 OCHOBHBIE
CTPYKTYPBHI.

O1eHKa «XOPOIIIOY -
aITOPUTM pa3zpaboTaH,
o(opMIIeH B COOTBETCTBHH
CO CTaHJIapTaMH U
COOTBETCTBYET 33JJaHHIO,
MOSICHEHBI €70 OCHOBHBIE
CTPYKTYPBHI.

Ouenka
«YIOBJIETBOPUTEIHHO -
aJTOPUTM pa3paboTaH u
COOTBETCTBYET 33JIaHHIO.

Ok3amen/3aueT B hopme
co0eceloBaHNA:
MPAKTHYECKOE 3a/IaHNe
10 TIOCTPOCHUIO
aIropuT™Ma B
COOTBETCTBHH C
TEXHUYECKUM 33J[aHUEM
DKCIepTHOE
HaOTIOZICHNE U OIICHKA
Ha J1abopaTopHO -
MPAKTHYECKHUX 3aHATHUSX,
IIPY BBIITOJTHEHUU paboT
1o y4eOHOM 1
IPOM3BOJICTBEHHON
PAKTHKAM

3amyra OTYETOB 10
MPAKTHYECKUM U
nabopaTopHBIM paboTam
NuTtepnperanus
pe3yJIbTaToOB
HaOJI0IeHUH 32
JESITeTbHOCTHIO
00yJaromierocs B
IpOoIIeCcCe OCBOCHHUSI
00pazoBarTeIbHOM
IPOTPaMMBI

OK 01. Beibuparp criocoOsl
peleHus 3a1a4y
npodeccuoHaNbHOM
JeSITeIbHOCTH IPUMEHUTENBHO K
pa3TMYHBIMU KOHTEKCTaM

[TonGop BapuaHTOB
pelIeHrs KOHKPETHOM
npogeccuoHaTbHOM
3aJ1aud WK POOIIEMBI

O11eHKA TTOJTHOTHI
NepevHsi MOA00paHHBIX
BapHAHTOB

OK 02. Ucnonb30BaTh
COBpPEMEHHBIC CPEJICTBA TIONCKA,
aHaJIM3a ¥ UHTEPIPETAIIH
uH(popMaIuu, u
WH(OPMAITMOHHBIE TEXHOJIOTHH
JIUIST BBITIOJTHEHHMS 3a/1a4

JleMoHCTpalysi HaBBIKOB
HCIIOJTb30BaHUS
MH(OPMAITMOHHBIX
MTOPTAJIOB B CETH
WuTepHer, BKIt0Yast
oduImaaTbLHbIe

O11eHKa MOJHOTEI
nepeyHs NoA00paHHbIX
BapHAHTOB

B XO0A€ OLICHUBAHUA MOT'YT OBITH Y4TCHbI TUYHOCTHBIC PE3YIIbTAThI.
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npodeccuoHaIbHOM
ACATCIIbHOCTHU

nH(pOpMAITMOHHO-
[IPaBOBBIE IOPTAJIbI

OK 03. [IimanupoBars u
peanu30BbIBaTh COOCTBEHHOE
npodeccruoHanbHOE U
JTUYHOCTHOE Pa3BUTHE,
MpeaPUHUMATENbCKYIO
JIeATEILHOCTD B
npodeccuoHanbHOM cdepe,
MCII0JIb30BaTh 3HAHUS 10
MIPaBOBOM M (PMHAHCOBOM
rPAMOTHOCTH B Pa3IUYHBIX
YKU3HEHHBIX CUTYaIHsIX

JleMoHCTpalus nvHTepeca
K BBIOpaHHOM
CTECIUATBHOCTH, K
WHHOBALIMOHHBIM
TEXHOJIOTHSIM B 00JIACTH
npodeccruoHaIbHON
JeSITeTbHOCTH

VYyactue B
MEPOTPUATHIIX
(onuMIuazbl, KOHKYPCBHI
npo¢eCcCuOHATBLHOTO
MacTepcTBa, CTAXKUPOBKU
U JIp.), IPOBOJUMBIX KaK
o0pa3oBarebHbIM
3aBeJICHUEM, TaK U
BEyILIUMU
OPEANPUATUIMHU OTPACITH

OK 04. O¢dpexruBHO
B3aMMOJICHCTBOBATh M pabOTaTh
B KOJUICKTHBE U KOMaHJIe

JIeMOHCTpUPOBATh HABBIKU
MEXJIMYHOCTHOTO
O0IIEHHUS C COOTIOICHUEM
OOIIENPUHATHIX MPaBHII CO
CBEpCTHHKAMU B
o0pa3oBarenbHOil rpymre,
C MPeToIaBaTeNIsIMU BO
BpeMs 00y4eHusl, ¢
PYKOBOIUTEISIMH
IIPOU3BOJCTBEHHON
MPAKTUKH

DKcnepTHoe
HaOJIrOIECHIE
IIOBEJICHUYECKNX HABLIKOB
B X0JIe OOy4YEeHHS

OK 05. OcymiecTBiATh yCTHYIO
U IMCbMEHHYIO KOMMYHHUKAIUIO
Ha roCy/lapCTBEHHOM SI3bIKE
Poccuiickoit @enepannu ¢

JleMoHCcTpanysi HaBbIKOB
IPaMOTHOM YCTHOHM U
IIICbMEHHOU peun

DKcnepTHoe
HaOJIFOIeHIEe HAaBBIKOB
YCTHOTO ¥ MUCbMEHHOTO
OOIIEeHMS B XOHEC

y4eToM 0COOEHHOCTEN o0y4eHwust
COLIMAJIBHOTO U KYJIBTYPHOTO

KOHTEKCTa

OK 06. ITposBisith rpaxkaancko- | @opMupoBaHHE YyBCTBA VYyactue B
HNaTpUOTHUYECKYIO MO3UIIHIO, naTpuoTU3Ma, MEPOTPUATHIX
J€MOHCTPUPOBATh OCO3HAHHOE IpaX1aHCTBEHHOCTH, NaTPHOTHYECKON

MMOBEACHHUE HAa OCHOBE
Tpa)II/IHI/IOHHI)IX pOCCHfICKHX
JIyXOBHO-HPaBCTBEHHBIX
IIEHHOCTEMN, B TOM UHCIIE C
Y4ETOM FapMOHU3ALUN
MCXKHAIIMOHAJIBHBIX U
MEKPEITUTMO3HBIX OTHOLLICHUH,
HpI/IMeHSITI) CTaH}IapTI)I
AHTUKOPPYILIMOHHOTO
IIOBCICHU A

YBaKEHUS K TaMATH
3amuUTHUKOB OTeuecTBa 1
noasuraM ['epoes
OrteuecTBa, 3aKOHY U
MPaBONOPSAJIKY, UETTOBEKY
TpyZa U CTapuiemMy
IIOKOJICHHIO;

B3aMMHOTO YBaXKCHUS,
OEpeKHOTO OTHOIICHUS K
KYIBTYPHOMY HACIICIAHIO U
TPaIULIASIM
MHOTOHAIIMOHATHHOTO
Hapona Poccutickoii
®enepanuu;

HalpaBJIEHHOCTH, B
IPOBEJCHUH BOEHHO-
CIIOPTUBHBIX UID;
ydacTue B Iporpammax
AHTUKOPPYNLIUOHHON
HaNpaBJIeHHOCTU

34



HETCPIIUMOCTH K

KOPPYILIMOHHBIM

IPOSIBJICHUSIM
OK 07. ConericTBOBaTh dopmupoBaHUe DKcrepTHOE
COXPaHEHHIO OKpY)KaIoIIeH OepeXHOTO OTHOILICHUS K | HaOIroAeHue

Cpelibl, pecypcocOepeKeHHIO,
NPUMEHSATh 3HaHHS 00
U3MEHCHUHU KJIMMATa, TIPUHIUITHI
OepexKITMBOTO MTPOM3BOICTBA,

3¢ dEKTUBHO IEHCTBOBATH B
YPE3BBIYANHBIX CUTYAIHSIX

IIPUPOJE U OKPYKAIOIIECH
cpene

JIEMOHCTPAIINH HABBIKOB
COOJTIOICHUS TIPABHIT
HKOJIOTHYECKON
0€30MaCHOCTH B BEJICHUU
npodeccuoHaAIBLHOM
JeSITeIIbHOCTH;
(dbopMUpOBaHUE HABBIKOB
3¢ PEeKTUBHBIX TEUCTBUI
B YPE3BbIYANHBIX

CHUTYaIHsAX
OK 08. Hcnons3oBars cpeactsa | opmupoBanue VYyactue B CHOPTUBHBIX
(bu3HUECKOH KyIBTYpHBI IS OepeXHOTO OTHOILCHHS K | MEPOTPHUSATHUSAX,
COXPAaHCHUA U YKPCILJICHUSA 310POBLIO IMPOBOAUMBIX

370pOBbS B TIpOLIECCE 00pa3oBaTeIbHBIM

npodeccuoHaNbHOM
JeATEIILHOCTH U TIOJICPKAHUS
HE00XOJUMOTO YPOBHS
(u3rYeCcKOi NOATOTOBICHHOCTH

YUPEKICHUEM; BEICHUE
30pOBOro 00pa3a KU3HU

OK 09. ITonp30BaTbCs
npodeccuoHaIbHOM
JIOKYMEHTAaIMen Ha
rOCYIapCTBEHHOM U
WHOCTPAHHOM SI3bIKaX

JleMoHCTpanus yMeHus
COCTABJIATH TEKCTBI
JTOKYMEHTOB,
OTHOCSIIUXCS K
npodeccrnoHaIbHON
NesITeIbHOCTH, Ha
TOCYIapCTBEHHOM U
WHOCTPAHHOM $I3bIKaxX

DKcnepTHas OlleHKa
COOJTIOICHUS TTPABHIT
COCTaBJICHUS
JIOKYMEHTOB
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